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Agenda Item 3
High Peak Borough Council

AUDIT & REGULATORY COMMITTEE
Meeting:

Wednesday, 1 December 2021 at 6.30 pm in The Devonshire Dome,
University of Derby, Buxton, 1 Devonshire Road, Buxton, Derbyshire, SK17
6RY

Present:

Councillor E Thrane (Chair)
Councillors
J Wharmby

J Collins,

O Cross,

R Quinn,

F Sloman,

G Wharmby

and

Councillors Barrow and A McKeown and Mr J Scampion and Mr M Thomas
(Independent Members) were also in attendance
Apologies for absence were received from Councillors J Douglas, E Longden
and K Savage
Members conveyed their best wishes to Councillor Savage for a speedy
recovery from his recent illness.
22/46

TO APPROVE THE MINUTES OF THE PREVIOUS MEETING
(Agenda Item 3)
RESOLVED:
That the minutes of the meeting held on 30 September 2021 be approved
as a correct record.

22/47

APPOINTMENT OF INDEPENDENT MEMBER
(Agenda Item 4)
The Committee considered arrangements for the recruitment of an
Independent Member to the vacant position on the Committee.
It was noted that the job description would be revised taking into account the
outcome of the knowledge and skills framework completed by members of
the Committee earlier this year, and would now include experience around
IT systems, project and contract management.
RESOLVED:
That an advert be placed for the vacant position of Independent Member to
the Committee.

22/48

EXTERNAL AUDIT - AUDIT FINDINGS REPORT
(Agenda Item 5)
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Audit & Regulatory Committee
Wednesday, 1 December 2021

The Committee considered the key findings and other matters arising from
the statutory audit of High Peak Borough Council and the preparation of the
Council’s financial statements for the year ended 31 March 2021.
Regarding the review of the financial statements, subject to outstanding
queries being resolved, it was anticipated that an unqualified audit option
would be issued.
Work was on-going around Value for Money arrangements, but to date, no
risks of significant weakness in the Council’s arrangements for securing
economy, efficiency and effectiveness in its use of resources had been
identified.
Consideration was given to the accounting treatment for Buxton Crescent,
and the impact of any outstanding work on the approval of the Annual
Governance Statement.
The External Auditors and Finance Team were thanked for their excellent
work, particularly in the period of a pandemic.
RESOLVED:
That the External Audit findings and the preparation of financial statements
for the year ending 31 March 2020 be approved, subject to no significant
issues arising from the resolution of queries and completion of outstanding
work.
22/49

ANNUAL GOVERNANCE STATEMENT
(Agenda Item 6)
Regulation 6 (1) (a) of the Accounts and Audit Regulations 2015 requires
the Council to conduct a review each financial year of the effectiveness of its
system of internal control and to approve an Annual Governance Statement
(AGS). The statement needs to be prepared in accordance with proper
practices in relation to accounts and must be approved in advance of the
Council approving the statement of accounts. ‘Proper practices in relation to
accounts’ relates to those accounting practices which are contained in a
code of practice or other document which is identified for the purposes of
this provision by regulations made by the Secretary of State, Such
guidance is contained in the CIPFA/SOLACE framework and guidance on
‘Delivering Good Governance in Local Government’. In response to a
query, it was confirmed that the statement had been prepared in accordance
with the latest guidance.
RESOLVED:
That the Annual Governance Statement 2020/21 be approved.

22/50

STATEMENT OF ACCOUNTS 2020/21
(Agenda Item 7)
The Committee scrutinised the Statement of Accounts for 2020/21 in
compliance with the legislative
provisions
relating to financial reporting and
Page
4
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Audit & Regulatory Committee
Wednesday, 1 December 2021

the Council’s commitment to transparency and accountability in the
stewardship of public funds.



Members of the Committee had attended a training session around scrutiny
of the Statement of Accounts in preparation for this meeting.
RESOLVED:
That the Statement of Accounts be approved, subject to the resolution of
outstanding issues identified by the external auditors in the Audit Findings
Report and no material issues being raised prior to the statement being
signed by the Chair of the committee and the Chief Finance Officer.
22/51

2021/22 INTERNAL AUDIT PERIODIC REPORT
(Agenda Item 8)
The Accounts and Audit Regulations 2015 require the Council to
“undertaken an effective internal audit to evaluate the effectiveness of its
risk management, control and governance processes, taking into account
public sector internal auditing standards or guidance.” In accordance with
the Public Sector Internal Audit Standards, the Audit Manager must report
periodically to the Audit Committee on the internal audit activity’s
performance relative to its plan.
Matters discussed included the timing of the audit reports around the
housing rents (recovery) service and AES and staffing levels within the audit
team.
RESOLVED:
That the 2021/22 Internal Audit Periodic Report June 2021 to October 2021
be noted,

22/52

RISK MANAGEMENT UPDATE
(Agenda Item 9)
The Committee scrutinised the Council’s Risk Management arrangements in
accordance with generally accepted good practice.
Particular consideration was given to the risks associated with the Climate
Change agenda.
RESOLVED:
That the Council’s current risk position and the mitigation / fruition plans
summarised within Appendix A (strategic risks), Appendix B (operational
risks), Appendix C (project risks) ad Appendix D (opportunity risks), be
noted.

22/53

WHISTLEBLOWING POLICY
(Agenda Item 10)
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Audit & Regulatory Committee
Wednesday, 1 December 2021

The Public Interest Disclosure Act 1998 received the Royal Assent in July
1998 and came into force on 2 nd July 1999, The Act gives protection to
“whistleblowers” that raise concerns about serious fraud or malpractice at
their place of work against victimisation or dismissal, provided they have
acted in a responsible way in dealing with their concerns. In support of this,
the Council actively promotes its Whistleblowing Policy to ensure all relevant
parties are aware of it and of how and when to use it.
It was noted that the main changes to the revised Whistleblowing Policy
were details around job descriptions and data protection.
RESOLVED:
That the revised Whistleblowing Policy attached at Appendix 1 be approved
and adopted.
22/54

NATIONAL SCHEME FOR AUDITOR APPOINTMENTS
(Agenda Item 11)
The Committee considered proposals for appointing the external auditor to
the Council for the five year period from 2023/24.
RESOLVED:
That Council be recommended to accept Public Sector Audit Appointments’
invitation to opt into the sector-led option for the appointment of external
auditors to principal local government bodies for five financial years from1
April 2023.

22/55

WORK PROGRAMME
(Agenda Item 12)
It was requested that the work programme for next year be reviewed to
ensure the amount of business considered at each meeting is more
manageable.
RESOLVED:
That, subject to the above comment, the work programme be noted

The meeting concluded at 7.45 pm

CHAIRMAN

Page 6
4

Agenda Item 6

Page 7

Page 8

2

Page 9

3

Page 10
•
•
•
•

•
•

4

Page 11

5

Page 12

6

Page 13

7

Page 14
•

•

•

•

8

Page 15

9

Page 16

10

•
•
•

•
•
•
•
•

Page 17
11

Page 18

12

•
•
•
•
•
•

Page 19
13

•

Page 20

14

Page 21

15

Page 22

16

■
■
■
■
■

Page 23
17

■

•

•

Page 24
•

18

•
•
•
•

Page 25
19

•
•
•
•

Page 26

20

Page 27

21

•
•
•

Page 28
•
•
•

•
•
•

22

•
•
•
•
•

Page 29
23

Page 30

24

Page 31

25

Page 32

26
26

Page 33

27
27

Page 34

28
28

Page 35

29
29

Page 36

30
30

Page 37

31
31

Page 38

32
32

Page 39
© 2022 Grant Thornton UK LLP
‘Grant Thornton’ refers to the brand under which the Grant Thornton member firms provide assurance, tax and advisory services to their clients and/or refers to
one or more member firms, as the context requires. Grant Thornton UK LLP is a member firm of Grant Thornton International Ltd (GTIL). GTIL and the member
firms are not a worldwide partnership. GTIL and each member firm is a separate legal entity. Services are delivered by the member firms. GTIL does not
provide services to clients. GTIL and its member firms are not agents of, and do not obligate, one another and are not liable for one another’s acts or omissions.

grantthornton.co.uk

This page is intentionally left blank

Agenda Item 7
HIGH PEAK BOROUGH COUNCIL
Audit & Regulatory Committee
9 February 2022

TITLE:

Treasury Management Update

EXECUTIVE COUNCILLOR:

Councillor Barrow - Executive Councillor for
Corporate Services and Finance

CONTACT OFFICER:

Keith Pointon – Head of Finance
Emily Bennetts – Finance Business Partner

WARDS INVOLVED:

Non-specific

Appendices Attached – Appendix A: Treasury Management Mid-Year Update
Report, 31st December 2021

1.

Reason for the Report

1.1

To allow the robust scrutiny of the Council’s Treasury Management
performance in 2021/22 in compliance with the Chartered Institute of Public
Finance and Accountancy (CIPFA) Code of Practice on Treasury Management
and generally accepted good practice.

2.

Recommendation

2.1

That Members note the current Treasury Management position as at 31st
December 2021.

3.

Executive Summary

3.1

The Chartered Institute of Public Finance and Accountancy (CIPFA) Code of
Practice on Treasury Management was adopted by the Council in March 2010.
This Council fully complies with its requirements, one of which is to produce at
least one mid-year operational report.

3.2

This report comprises the following:





The latest interest rate forecast and comment on the impacts of Covid-19;
Investment income earned to date and projected for the year;
The current investment portfolio;
An update to the approved capital programme; and the projected borrowing
requirements with associated borrowing costs for the year; and
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3.3

Compliance against Prudential and Treasury indicators set in the Treasury
Management Strategy 2021/22.
The main headlines are:



The Bank of England base rate increase from 0.10% to 0.25% in December
2021.



A surplus of £26,730 is forecast against the investment interest income
budget; and a saving of £42,000 is forecast on borrowing costs.



The average return on investments achieved by the Council to the end of
December was 0.16%, this was boosted by the notice account investments,
whereas instant access accounts earn interest at 0.01%.



The Council’s investment portfolio totalled £38.9million spread across eight
separate institutions as at 31 st December 2021.



The Council’s total level of debt as at 31 st December was £66.8million at an
average annual borrowing rate of 3.92%.

4.

How this report links to Corporate Priorities

4.1

An effective Treasury Management function is critical in safeguarding and
effectively managing the financial resources at the Council’s disposal.
Sufficient financial resources are required to deliver and underpin all of the
Council’s main priorities.

5.

Alternative Options

5.1

This report sets out the Treasury Management position for High Peak Borough
Council for 20201/22 to date and the projected outturn. As such it is a
statement of fact and there are no options.
John Betts
Interim Chief Finance Officer

Web Links and
Background Papers

Contact details

‘Treasury Management – Governance & Scrutiny
Arrangements’ (Audit & Regulatory Committee September
2009)
‘Treasury Management Strategy Statement 2021/22’ (Audit &
Regulatory Committee, February 2021)
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Keith Pointon
Head of Finance
Keith.Pointon@staffsmoorlands.gov.uk
Emily Bennetts
Finance Business Partner
emily.bennetts@staffsmoorlands.gov.uk

Appendix A

Treasury Management Update
31st December 2021

1. Introduction
2. Economic Forecast – Interest Rates
3. Covid-19 Impact on Treasury Management
4. Investment Income
5. Investment Portfolio
6. Borrowing Position
7. Prudential Indicators
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1.

Introduction

1.1. Treasury Management is defined as “The management of the Authority’s
investments and cash flows, its banking, money market and capital market
transactions; the effective control of the risks associated with those activities;
and the pursuit of optimum performance consistent with those risks”.
1.2. The Council has adopted CIPFA’s revised Code of Practice for Treasury
Management which recommends that Members should be briefed on Treasury
Management activities at least twice a year.
1.3. The Audit & Regulatory Committee has delegated responsibility for scrutinising
the treasury function. The Committee’s role includes approval of the annual
treasury management strategy and scrutiny of operational treasury
management reports. Decisions taken by the Audit & Regulatory Committee
are reported to full Council.
1.4. The Treasury Management Strategy Statement (TMSS) for 2021/22 was
approved by Council on 10th February 2021. This report details treasury
management performance up to the 31st December 2021 and projects forward
for the remainder of the financial year.
2.

Economic Forecast – Interest Rates

2.1. The Council’s treasury advisers, Link Asset Services (‘Link’), provide the latest
base rate and PWLB (Public Works Loan Board) forecast:
%

Mar22

Jun22

Sep22

Dec22
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Jun23

Sep23

Dec23

Mar24

Jun24

Sep24

Dec24

Mar25
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0.50
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0.75

0.75

0.75
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1.00

1.00

1.00
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5yr PWLB
rate

1.50

1.50

1.60

1.60
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1.80

1.80

1.80

1.90

1.90

1.90

2.00

2.00

10r PWLB
rate

1.70

1.80

1.80

1.90

1.90

2.00

2.00

2.00

2.10

2.10

2.10

2.20

2.30

2.2. The Bank of England base rate increased from 0.10% to 0.25% in December
2021. Investment returns may therefore see a small increase during the last
quarter of the year. Further base rate increases are anticipated over the
medium term. PWLB rates are also forecast to increase slowly over the same
time period.
3.

Covid-19 impact on Treasury Management

3.1. High volumes of income and expenditure are still flowing through the Council’s
instant access accounts while the Council continues to act as an agent of
central government in the delivery of the various Business Grant schemes. The
counterparty limits in the 2021/22 Treasury Management Strategy Statement
were set to be flexible to respond to this situation specifically; the current
account balance exceeded the set limit by 2.5% for 1 day in September and 4
days in November.
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4.

Investment Income

4.1. Interest earned on investment deposits up to 31st December 2021 totalled
£38,520. The Council has budgeted to receive £40,290 in investment income in
2021/22. The budget was set with an expectation of very low interest rates of
near zero; a small surplus is now forecast of £11,730.
4.2. The average interest rate achieved on the Council’s investments is boosted by
the better rates achieved in the Council’s notice accounts, overall average
0.31%, compared to the instant access average of 0.01%.
Average interest rate period
Overall
Long-term fixed (>364 days)
Short-term fixed/ notice accounts (<364 days)
Instant access
Bank of England Base Rate

Average
Rate
Apr-Jun
0.16%
n/a
0.31%
0.01%

Average
Rate
Jul-Sept
0.17%
n/a
0.32%
0.01%

0.10%

0.10%

Average Average
Rate
Rate
Oct-Dec Apr-Dec
0.15%
0.16%
n/a
n/a
0.31%
0.29%
0.01%
0.02%
0.25%

Crescent Development
4.3. The Council provided a loan of £250,000 to the Buxton Crescent Heritage Trust
as part of the Crescent development. Interest is charged on the loan at 6%
which amounts to £15,000 during 2021/22. This income is in addition to the
investment income forecast outturn reported above.
5.

Investment Portfolio

5.1. The Council manages its investments in-house and invests with financial
institutions meeting the Council’s approved lending criteria. The Council’s
investment portfolio at 31st December 2021 totalled £38,910,000:
Country
of
Domicile

Amount

Maximum
recommended lending
duration

Interest
rate at end
of period

Average
Maturity

Aberdeen MMF

UK

£8,000,000

WHITE (12 months)

0.05%

Instant access

Santander

UK

£6,300,000

RED (6 months)

0.58%

180 day notice

Bank of Scotland

UK

£6,300,000

RED (6 months)

0.15%

Instant access

NatWest Bank

UK

£3,610,000

BLUE (12 months)

0.01%

Instant access

Federated MMF

UK

£3,500,000

WHITE (12 months)

0.03%

Instant access

Standard Chartered
‘Sustainable’

UK

£3,000,000

RED (6 months)

0.153%*

181 days

Lloyds Bank

UK

£3,000,000

RED (6 months)

0.05%

95 day notice

Barclays ‘Green’

UK

£3,000,000

RED (6 months)

0.30%

95 day notice

Financial Institution
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Barclays ‘Green’

UK

TOTAL

£2,200,000

RED (6 months)

0.10%

65 day notice

£38,910,000

MMF = Money Market Fund
*average rate over 3 separate investments

5.2. The average level of funds available for investment up to 31st December 2021
was £31.9million. Both average balances for the year and the total portfolio at
the end of December 2021 are larger than usual due Covid 19 grants being held
whilst business grant schemes are administered; and on account s31 grants for
business rates. The net balance of funds held at the end of December was
£5.7million.
Ethical investing
5.3. The Council currently holds £8.2million in financial investments with
Environmental, Social and Governance (ESG) links, sometimes known as
Ethical Investing and encompassing the Climate Change agenda. These are
included in the investment portfolio table above, but are also highlighted here:
Product

Amount

Barclays ‘Green’
(95 day notice
account)

£3,000,000

Barclays ‘Green’
(65 day notice
account)

£2,200,000

ESG merits
Linked to Barclays’ Green Bond Purchasing Programme which
covers ‘a variety of thematic projects including energy efficiency,
renewable energy, green transport, sustainable food, agriculture
and forestry, waste management and greenhouse gas emission
reduction’.

Standard Chartered
‘Sustainable’ Deposit
(6 month fixed term)

£3,000,000

Standard Chartered operate this product under their 'Green and
Sustainable Product Framework', which includes 'No poverty; zero
hunger; good health and well-being; quality education; gender
equality; clean water and sanitation; affordable and clean energy;
decent work and economic growth; industry, innovation and
infrastructure; reduced inequalities; sustainable cities and
communities; responsible consumption and production; climate
action; life below water; life on land; peace, justice and strong
institutions; partnerships for the goals'.

TOTAL

£8,200,000

21.07% of total portfolio

5.4. A Notice of Motion relating to Climate Change was presented and supported at
Full Council on 16th February 2021 which has implications on the Council’s
treasury management investment portfolio. Each point of action in the Notice of
Motion is responded to here with updates as to the work or progress being
undertaken to address the resolutions. Progress will continue to be monitored in
each Treasury Management update report.
Notice of Motion Action
Develop a plan by September 2021
to cease investing in companies
involved directly or indirectly with
the fossil fuel industry.

Action Update / Response
In order to put a plan into place to cease investing / replace
investment funds, the Council would need to have a mechanism in
place to easily assess investment funds in order to determine which
meet the criteria.
The criteria would also need to be established – this will possibly
need to be jointly agreed via the Audit Committee / Climate Change
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working group. This criteria can then be inputted into a scoring
mechanism to determine eligible funds.
Ultimately, the Council would need to ensure that when investing,
the principles of SLY (security, liquidity, yield) are accounted for
primarily.
Link, the Council’s Treasury advisors, are currently developing a
service which will be a vital input into the suitability assessment of
any potential investment in terms of its Environmental, Social and
Governance (ESG) merits. This could be either as an overlay to the
creditworthiness system which protects the SLY criteria with a
general score weighting; or a more detailed service with specific
focuses to suit the Council’s objectives.
We are awaiting a survey from Link where we will have the
opportunity to assign relevance scores to each ESG risk factor
which will feed into the service’s outputs. These relevance scores
will be informed by the criteria to be established as discussed
above.
Add a clear statement to their
published strategy, at the next
review
date,
regarding
their
approach to investments at risk
from climate change, including
those at risk due to the actions of
other investors and governments.
Draw up a plan to replace HPBC’s
investment funds which include
environmentally
harmful
investments with investment funds
that have positive societal and
environmental
benefits,
by
September 2021.
Replace HPBC’s environmentally
harmful investments and funds with
investments
that have positive
societal and environmental benefits,
towards achieving a portfolio of
assets with net zero carbon
emissions
by
2025
(with
consideration
of the council’s
Treasury Management Strategy and
principals around security, liquidity
and yield priorities when investing
funds).
Explore non-financial investments,
such as in renewable energy
generation

Include
risks
associated
with
specific types of investment, such
as in extractive industries, in its risk
assessments

Include progress on Environmental,
Social and Governance investing in

A statement in regard to investments and the increased use of ESG
investments particularly was included in the 2021/22 Treasury
Management Strategy. This will be updated and enhanced annually
and will, in future, incorporate any changes made to the
creditworthiness systems as detailed above.
As above – see first action response.
The Council would need to ensure that when investing, the
principles of SLY (security, liquidity, yield) are accounted for
primarily.
Positive societal and environmental benefits would need to be
defined, with input from the Audit Committee/ Climate Change
working group as appropriate.
As above – see first action response.
The Council would need to ensure that when investing, the
principles of SLY (security, liquidity, yield) are accounted for
primarily.
Positive societal and environmental benefits would need to be
defined, with input from the Audit Committee/ Climate Change
working group as appropriate.

This will need to be assessed as a specific project as part of the
Climate Change action plan, with a full business case required to
determine viability.
This action point will need to be monitored outside Treasury
Management reporting, in the appropriate arena for the projects
undertaken.
Many of the counterparties regularly used by Councils do not have
ESG “scores” assigned to them as yet. It is growing, but by no
means universal.
Once Link have developed their enhanced
creditworthiness service to incorporate a scoring system for ESG
investments, the Audit Committee / Climate Change working group
will need to work through how funds will be assessed, both at the
selection stage and then monitoring thereafter.
The Treasury Management update reports and Treasury
Management Strategy now include specific updates in regard to
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regular reports to the Audit and
Regulatory Committee.

ESG investments.

Write to the Derbyshire Pensions
and
Investment
Committee
requesting that they divest pension
funds from investment funds that
include fossil fuels by 2025.

Response received from
Investment Committee:

the

Chair of the

Pensions &

The Fund’s Climate Strategy was approved by Committee in
November 2020, following consultation with the Pension Fund’s
stakeholders. It sets out support for the Paris Agreement and
includes clear targets for reducing the carbon emissions of the
whole investment portfolio and for increasing investment in low
carbon and sustainable investments. A Responsible Investment
Framework was also approved at the same time, setting out the
Pension Fund’s commitment to integrating Environmental, Social
and Governance factors into investment decisions and engaging
with companies to influence behaviour and enhance value, influence
that would be lost through a divestment approach. Collaborative
and co-ordinated engagement with other like-minded investors, has
the potential to drive positive changes to companies’ business
models as they adapt for the transition to a low carbon economy.
The Pension Fund’s Climate Strategy includes a target for reducing
the carbon footprint of the Fund’s listed equity portfolio by at least
30% by the end of 2025 and a target to invest at least 30% of the
Fund’s portfolio in low carbon and sustainable inves tments by the
end of 2025. These targets will be reviewed on at least a three
yearly basis. I am pleased to note that the first phase of increasing
the equity allocation to sustainable and low carbon investments took
place earlier this year, with further transitions planned for later this
year. Also, Committee recently approved a further commitment to a
renewable energy infrastructure fund which will help towards the
target of having 50% of the Fund’s 10% allocation to infrastructure
invested in renewable energy assets. These assets will include
investments in: onshore wind; offshore wind; solar; hydro; and
battery storage.
Progress against the targets set out in the Fund’s Climate Strategy
will be presented to the Pensions and Investments Committee, and
the Pension Fund’s approach to managing the risks and
opportunities presented by climate change will stay firmly on
Committee’s agenda.

5.5. There has been no further progress on the action points since the last report.
Link continue to work on the service they may be able to deliver to the Council;
part of the delay due to waiting for the outcome of the Cipfa consultation and its
potential impact on this area. They still aim to be developing a service by the
end of the year. The treasury management team remains in dialogue to see
how they may assist the Council in achieving its aims.
5.6. The Treasury Management team continue to consider investments with ESG
links where available and appropriate. No new ESG linked products have
emerged in the local authority market at this time.
6.

Borrowing Position

6.1. In accordance with the Local Government Act 2003, it is a statutory duty of the
Council to determine and keep under review how much it can afford to borrow.
Therefore, the Council establishes ‘Affordable Borrowing Limits’ as part of the
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prudential indicators within the approved Treasury Management Strategy
Statement.
6.2. The Council’s total outstanding debt as at 31st December 2021 is £66,825,404,
as detailed in the table below. A PWLB loan of £3,748,100 is due to mature at
the end of March. It is not anticipated that this will be refinanced:
Lender

External
Borrowing

Average
Interest Rate

Maturity period

Public Works Loan Board

£54,025,404

3.76%

between 1 and 42 years

Market Loans

£12,800,000

4.57%

between 2 and 47 years

Total

£66,825,404

3.92%

6.3. The ‘operational boundary’ (£89,960,000) and ‘authorised limit’ (£92,460,000)
indicators govern the maximum level of external borrowing available to the
Council to fund the capital programme. The current level of borrowing is within
prudential limits.
6.4. The Council adopts a ‘one pool’ approach to borrowing whereby investments
and borrowing are managed centrally with the proportional income and
expenditure then split between the general fund and HRA. The Council has
budgeted for interest charges and other financing costs of £1,824,340 to the
general fund and £1,693,060 to the HRA in 2021/22. The forecast outturn
shows a favourable variance on the general fund of £42,000, partly due to a
£9,000 smaller MRP charge than predicted and partly due to an additional
charge to the HRA of £33,000 for its share of net borrowing costs due to the
change in share of the pool.
6.5. The budget for borrowing costs was based on the existing external debt. There
has been no ‘new’ borrowing thus far during the current year and the Council
continues to maintain a level of internal borrowing as anticipated. The treasury
team will continue to monitor the appropriate time to externally borrow based on
the profile of spend and opportunities to ‘internally’ borrow, considering the
movement in interest rates and the cost of carry of any borrowings taken.
6.6. Attention must also be given to the maturity profile of the loans to ensure
maturity dates are evenly spread so that the Council is not exposed to a
substantial re-financing requirement at any one time, when interest rates are
high. The graph below details the maturity profile of current loans.
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Debt Maturity Profile
30,000,000
25,000,000
20,000,000
15,000,000

10,000,000
5,000,000
Less than
1 year*

1-2
years

2-5
years

6 - 10
years

11- 20
years

21 - 30
years

31 - 40
years

41 - 50
years

Greater
than 50
years

*In accordance with guidance, the maturity date of LOBO’s is deemed to be the next call date. Loans of
£4.3m showing as ‘less than 1 year’ have a full maturity date of £1m 2023/24, £3.3m 2064/65.

6.7. Debt rescheduling is the reorganisation of existing debt in such a way as to
amend the debt repayments, reduce the principal sum borrowed, alter the
degree of volatility of debt or vary the interest payable, thus managing the risk.
The treasury team, along with Link, continually monitor prospects for debt
rescheduling to achieve overall financial benefit to the Council.
6.8. No rescheduling has taken place during 2021/22 to date. The Council will work
with Link to identify any potential debt rescheduling options – taking account of
the premium the Council would expect to pay on early redemption compared to
the potential interest savings.
7.

Prudential Indicators

7.1. The Council complies with the Council’s Treasury Management Practices and
has operated within the treasury management and prudential indicators set in
its Treasury Management Strategy Statement 2021/22.
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Agenda Item 8
HIGH PEAK BOROUGH COUNCIL
Audit & Regulatory Committee
9 February 2022

TITLE:

Treasury Management Strategy Statement
(TMSS) 2022/23

EXECUTIVE COUNCILLOR:

Councillor Barrow - Executive Councillor for
Corporate Services and Finance

CONTACT OFFICER:

John Betts - Interim Executive Director
Finance and Revenues & Benefits
Emily Bennetts – Finance Business Partner

WARDS INVOLVED:

Appendices Attached – Appendix A –Treasury Management Strategy
Statement 2022/23
1.

Reason for the Report

1.1

The purpose of the report is to allow members of the Committee to consider
and endorse the Council’s Treasury Management Strategy for 2022/23,
ensuring that its capital and treasury activities for the next four years are
affordable and properly managed.

2.

Recommendation

2.1

That the Annual Treasury Management Strategy Statement (TMSS) 2022/23
is recommended to Council for approval.

3.

Executive Summary

3.1

The Council is required, in accordance with the Local Government Act 2003,
to produce an annual Treasury Management Strategy Statement before the
commencement of each financial year.

3.2

The Local Government Act 2003 and supporting regulations require the
Council to ‘have regard to’ the Chartered Institute of Public Finance &
Accountancy (CIPFA) Prudential Code and Treasury Management Code of
Practice. The Council is required to set prudential and treasury indicators for
the next four years to ensure that the Council’s capital investment plans are
affordable, prudent and sustainable.

3.3

The 2022/23 Treasury Management Strategy Statement comprises three
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principal areas:
a.



b.





c.




Capital Programme (section 6)
The capital plans and the prudential indicators
The minimum revenue provision (MRP) Policy
Treasury Management (section 7)
Current Treasury position
Treasury Indicators
Prospects for Interest Rates
The Borrowing Strategy
The Annual Investment Strategy (section 8)
Investment Policy
Creditworthiness Policy
Investment Income

3.4

Members are asked to note the controls that have been put in place to
manage the Council’s treasury management risks and activities and to
endorse the Treasury Management Strategy for 2022/23.

4.

How this report links to Corporate Priorities

4.1

Effective treasury management is critical to the safeguarding and
management of the financial resources at the Council’s disposal. Sufficient
financial resources are required to deliver and underpin the Council’s
corporate priorities.

5.

Alternative Options

5.1

This report sets the proposed treasury management approach based upon the
Council’s financial plans.

6.

Implications
6.1

Community Safety - (Crime and Disorder Act 1998)
None

6.2

Workforce
None

6.3

Equality and Diversity/Equality Impact Assessment
This report has been prepared in accordance with the Council's
equality and diversity policies.

6.4

Financial Considerations
Financial considerations are embedded throughout this report.

6.5

Legal
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None
6.6

Climate Change
Ethical investing under Environmental, Social and Governance
(ESG) is considered within the report.

6.7

Consultation
None

6.8

Risk Assessment
There are a number of inherent financial risks associated with
treasury management activity, not least the potential for loss of
interest and/or deposits.
The Council has engaged Link Asset Services as its treasury
management advisors.
Investment and borrowing decisions are made in accordance with
the Council’s formally adopted Treasury Management Strategy,
which is the subject of this report. The Strategy includes a number
of risk management features such as the overriding priority that
security of deposit takes precedence over return on investment.

John Betts
Interim Executive Director Finance and Revenues & Benefits
Web Links and
Background Papers

Contact details
John Betts
Interim Executive Director Finance and
Revenues & Benefits
john.betts@highpeak.gov.uk
Emily Bennetts
Finance Business Partner
emily.bennetts@staffsmoorlands.gov.uk
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APPENDIX A

Treasury Management Strategy
Statement
Annual Investment Strategy and Minimum Revenue
Provision Policy Statement

2022/23
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1.

Introduction

1.1.

The Council is required to operate a balanced budget, which broadly
means that cash raised during the year will meet cash expenditure. Part of
the treasury management operation is to ensure that this cash flow is
adequately planned, with cash being available when it is needed. Surplus
monies are invested in low risk counterparties or instruments
commensurate with the Council's low risk appetite, providing adequate
liquidity initially before considering investment return.

1.2.

The second main function of the treasury management service is the
funding of the Council's capital plans. These capital plans provide a guide
to the borrowing need of the Council, essentially the longer term cash flow
planning to ensure that the Council can meet its capital spending
obligations. This management of longer term cash may involve arranging
long or short term loans, or using longer term cash flow surpluses. On
occasion any debt previously drawn may be restructured to meet Council
risk or cost objectives.

1.3.

The contribution the treasury management function makes to the authority
is critical, as the balance of debt and investment operations ensure
liquidity or the ability to meet spending commitments as they fall due,
either on day-to-day revenue or for larger capital projects. The treasury
operations will see a balance of the interest costs of debt and the
investment income arising from cash deposits affecting the available
budget. Since cash balances generally result from reserves and balances,
it is paramount to ensure adequate security of the sums invested, as a
loss of principal will in effect result in a loss to the General Fund balance.

1.4.

Whilst any commercial initiatives or loans to third parties will impact on the
treasury function, these activities are generally classed as non-treasury
activities (arising usually from capital expenditure) and are separate from
the day-to-day treasury management activities.

1.5.

Treasury Management is defined by the Chartered Institute of Public
Finance and Accountancy (CIPFA) as “The management of the local
authority’s borrowing, investments and cash flows, its banking, money
market and capital market transactions; the effective control of the risks
associated with those activities; and the pursuit of optimum performance
consistent with those risks.” The Council’s Treasury Management Policy
Statement is included at Annex 1.
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2.

Reporting Requirements
Capital Strategy

2.1.

The CIPFA 2017 Prudential and Treasury Management Codes require all
local authorities to prepare an additional report, known as the capital
strategy report, which will provide the following:




2.2.

A high-level long term overview of how capital expenditure, capital
financing and treasury management activity contribute to the
provision of services.
An overview of how the associated risk is managed.
The implications for future financial sustainability.

The aim of this capital strategy is to ensure that elected members
understand the overall long-term policy objectives and resulting capital
strategy requirements, governance procedures and risk appetite. This is a
separate document presented alongside the Medium Term Financial Plan.
Treasury Management Reporting

2.3.

The Council is required to receive and approve, as a minimum, three main
reports each year. The three main reports are:
a. Treasury Strategy, which looks forward at least three years and
includes:
 Treasury Management Strategy, explaining how the investments
and borrowings are to be organised, including treasury indicators;
 The Council’s capital plans, including prudential indicators;
 Minimum Revenue Provision (MRP) policy, stating how residual
capital expenditure is charged to revenue over time; and
 Investment Strategy, stating the parameters on how investments
are to be managed.
b. Mid-Year Treasury Management Report, which updates members on
treasury activities during the financial year and provides for revisions to
the Treasury Strategy and indicators as necessary.
c. Annual Treasury Report, which provides the outturn for the previous
financial year, summarises the treasury activity for that year and
includes a full listing of actual prudential and treasury indictors.

2.4.

The Treasury Management Strategy Statement contained in this Appendix
addresses the first of these requirements.
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2.5.

The Audit & Regulatory Committee has delegated responsibility for
scrutinising the treasury function prior to reports being formally approved
at Council.

2.6.

The respective roles & responsibilities of the Council, its Audit &
Regulatory Committee and the Section 151 Officer are noted in Annex 2.

3.

Treasury Management Strategy Statement 2022/23

3.1.

The 2022/23 Treasury Management Strategy Statement comprises the
following principal elements:
Capital Programme
(section 6)

Capital plans and the prudential indicators
Minimum revenue provision (MRP) policy

Treasury Management
(section 7)

Current treasury position
Treasury indicators
Prospects for interest rates
The borrowing strategy
Policy on borrowing in advance of need
Debt rescheduling

The Annual
Investment Strategy
(section 8)

Investment policy
Creditworthiness policy
Investment income

3.2.

The Treasury Management Strategy Statement meets the requirements of
the Local Government Act 2003, the CIPFA Prudential Code, DLUHC
MRP Guidance, the CIPFA Treasury Management Code, and DLUHC
Investment guidance.

4.

Training

4.1.

The CIPFA Code requires the responsible officer (the Chief Finance
Officer) to ensure that Members and Officers with responsibility for
treasury management receive adequate training. Training is particularly
important for the Members who are responsible for the scrutiny of the
Council’s treasury management.

4.2.

A skills assessments is completed by Members of the Audit Committee
periodically. The outcomes of these assessments will be incorporated into
a training plan – including any treasury management training needs and
training events organised as required.

5.

Treasury Management Consultants
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5.1.

The Council has appointed Link Group, Treasury solutions as its external
treasury management advisor - providing the Council with access to
specialist skills and resources. The Council recognises that the
responsibility for treasury management decisions remains with the
organisation at all times and will ensure that undue reliance is not placed
upon our external service providers. All decisions will be undertaken with
regards to all available information, including, but not solely, our treasury
advisors.

5.2.

It also recognises that there is a value in employing external providers of
treasury management services in order to acquire access to specialist
skills and resources. The Council will ensure that the terms of appointment
of treasury advisors and the methods by which their value will be
assessed are properly agreed and documented, and subjected to regular
review.

6.

The Capital Programme & Prudential Indicators
Capital Expenditure

6.1.

The capital expenditure prudential indicator comprises a summary of the
Council’s capital programme, which is a key driver of treasury
management activity.

6.2.

The table below summarises the Council’s capital expenditure plans and
how these plans are to be financed. Any shortfall of resources results in a
funding borrowing need:
2020/21
Actual
£’000

Capital Expenditure:

2021/22
Estimate
£’000

2022/23
Estimate
£’000

2023/24
Estimate
£’000

2024/25
Estimate
£’000

2025/26
Estimate
£’000

6,549

11,348

25,895

10,492

7,087

9,680

General Fund Services

2,818

4,952

19,172

4,871

2,250

4,950

Housing Revenue
Account

3,731

6,396

6,723

5,621

4,837

4,730

External Contributions
S106 Contribution
Capital Reserves
Capital Receipts
HRA Major Repairs Reserve
HRA Revenue Contribution

1,089
0
100
218
2,099
1,632

2,292
51
857
673
2,099
3,876

8,737
243
0
3,404
2,099
4,544

966
150
0
607
2,099
3,442

489
0
0
1,841
2,099
2,658

489
0
0
4,541
2,099
2,551

Net Financing Need for Year

1,411

1,500

6,868

3,228

0

0

Financed by:
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The Council’s Borrowing Need (the Capital Financing Requirement)
6.3.

The second prudential indicator is the Council’s Capital Financing
Requirement (CFR). The CFR is the total outstanding capital expenditure
which has not yet been paid for from either revenue or capital resources.
This is essentially a measure of the Council’s underlying borrowing need.

6.4.

The CFR increases each time the Council procures capital expenditure
that it does not immediately pay for (i.e. the CFR increases when its
expenditure is financed through borrowing).

6.5.

Local authorities are required each year to set aside some of their
revenues as provision for debt repayment. This is known as the Minimum
Revenue Provision (MRP). The CFR is reduced each year by MRP. Each
year’s borrowing need is divided by the life of the assets for which
borrowing was undertaken, resulting in an annual charge to revenue, and
reduction in the Council’s CFR.

6.6.

The CFR includes any other long term liabilities (e.g. leases held on the
balance sheet). Whilst these increase the CFR, and therefore the
Council's borrowing requirement, these types of scheme include a
borrowing facility and so the Council is not required to separately borrow
for these schemes. The Council had £0 of these schemes within the CFR
at 1st April 2021.

6.7.

A new accounting standard, IFRS16, is being implemented in the CIPFA
Code of Practice on Local Authority Accounting in the United Kingdom and
therefore the Council’s accounts from 2022/23. This standard relates to
‘Right-of-Use’ assets and effectively replaces the former accounting
standard for leasing. The value of the Right-of-Use assets will similarly
increase the CFR. The estimated impact of this change is expected to be
immaterial, therefore is not included at this stage. Should any changes to
the CFR be significant, this will be revised during the year.
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6.8.

The Council’s Capital Financing Requirement is shown in the table below:
2020/21
Actual

£’000

2021/22
Estimate

£’000

2022/23
Estimate

£’000

2023/24
Estimate

£’000

2024/25
Estimate

£’000

2025/26
Estimate

£’000

Capital Financing Requirement

CFR – non housing services

28,142

28,806

34,984

37,385

36,493

35,601

CFR – housing

52,399

51,399

50,399

49,399

48,399

47,399

80,541

80,205

85,383

86,784

84,892

83,000

(410)

(336)

5,178

1,401

(1,892)

(1,892)

1,411

1,500

6,868

3,228

0

0

(1,821)

(1,836)

(1,690)

(1,827)

(1,892)

(1,892)

(410)

(336)

5,178

1,401

(1,892)

(1,892)

Movement in CFR
Represented by:
Net financing need for the year
Less Minimum & Voluntary
Revenue Provision
Movement in CFR

Minimum Revenue Provision (MRP) Policy Statement
6.9.

The Council is required each year to set aside some of its revenues as
provision for debt repayment. This essentially allows to Council to “pay off”
an element of the Capital Financing Requirement annually through a
revenue charge known as the Minimum Revenue Provision (MRP). The
Council is also allowed to undertake additional voluntary payments if
required (voluntary revenue provision, VRP).

6.10. DLUHC regulations require the full Council to approve an MRP Statement
in advance of each year. A variety of options are provided to councils, so
long as there is a prudent provision.
6.11.

A review of the Council’s MRP policy was recently undertaken by Link.
The objective of the review was to profile MRP for the repayment of its
underlying debt liability in order to assist with easing current budget
pressures whilst ensuring that the provision remains prudent and
compliant with statutory guidance.

6.12. In the Council’s MRP policy for 2021/22, MRP for historic supported
borrowing prior to 2008 is calculated on a 4% reducing balance method.
An alternative option has been identified by the review whereby MRP is
calculated using a straight line method over 50 years. A change to a
straight line method could be seen as being more prudent than the current
method because the debt liability will be repaid in full in a shorter time
period; whereas under the current 4% reducing balance method, after 50

Page 61

years 13% of the current outstanding debt liability would remain. More
detail on the Link review is included in this report at Annex 5.
6.13. The Council is recommended to approve the following: for historic
supported borrowing incurred before 1 April 2008, the Council will apply a
straight line method over 50 years; and for unsupported borrowing from 1
April 2008 (including finance leases), the Council will apply the ‘Asset Life
Method’ under which MRP is based on the estimated life of the asset for
which the borrowing is undertaken. This provides a reduction in the
borrowing need over the asset’s life. Note, there is no change to the MRP
policy from previous years on unsupported borrowing (post 1 April 2008).
6.14. The DLUHC MRP Guidance allows any charges made in excess of the
statutory minimum revenue provision, i.e. voluntary revenue provision
(VRP) or overpayments, to be reclaimed in later years if deemed
necessary or prudent. In order for these sums to be reclaimed for use in
the budget, this policy must disclose the cumulative overpayment made
each year. There were no general fund VRP overpayments up to 31
March 2021.
6.15. MRP applied to the HRA capital financial requirement is on a voluntary
basis. The Council currently applies VRP to HRA borrowing and is
forecast to do so on an annual basis over the 30 year business plan at
£1million per annum, with the option to apply any surpluses on the HRA
account as an additional VRP as required. Up until 31 March 2021, the
total VPR overpayments on the HRA was £10,496,200.
Use of the Council’s Resources and Investment Position
6.16. The Council builds up capital and revenue reserves as necessary for
future application. The application of these resources to either finance
capital expenditure or to support the revenue budget will have an ongoing
impact on investments unless resources are supplemented each year
from new sources (for example, asset sales, revenue surpluses).
Reserves are invested, pending application, to earn a return which
supplements the revenue budget.
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6.17. An estimate of the amount available at year end for investment is shown in
the table below:
2020/21
Actual
£’000

2021/22
Estimate
£’000

2022/23
Estimate
£’000

2023/24
Estimate
£’000

2024/25
Estimate
£’000

2025/26
Estimate
£’000

General Fund
Reserves/ Provisions

16,355

16,867

16,751

16,213

16,161

16,331

Housing Revenue
Account

17,902

16,493

17,799

15,993

15,198

16,049

Total core funds

34,257

33,360

34,550

32,206

31,359

32,380

Working capital *

(7,042)

-

-

-

-

-

(13,716)

(17,128)

(15,506)

(17,907)

(16,015)

(14,123)

13,499

16,232

19,044

14,299

15,344

18,257

(Under)/over
borrowing**
Expected investments

* Working capital at year end 31st March 2021 elevated related to covid grant funding reconciliation payments accrued. Shown as ‘0’
for future year estimation purposes as dependent on the value of creditors/debtors at year end
**subject to considerations around whether to externally / internally borrow

Affordability Prudential Indicators
6.18. The previous sections outline the Council’s capital expenditure plans and
funding requirements. This section assesses the affordability of capital
investment plans and the impact on the Council’s overall finances.
Ratio of financing costs to net revenue stream
6.19. This indicator calculates the cost of capital (borrowing costs net of
investment income) as a percentage of the Council’s net revenue stream
(council tax/business rates receipts - General Fund; rental income - HRA).
2020/21
Actual

2021/22
Estimate

2022/23
Estimate

2023/24
Estimate

2024/25
Estimate

2025/26
Estimate

General Fund Services

12%

15%

14%

14%

14%

13%

HRA*

18%

18%

17%

16%

15%

15%

*includes the annual voluntary revenue provision charge
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HRA debt per dwelling
6.20. The indicator in the table below shows the level of HRA debt per dwelling:
2020/21
Actual

2021/22
Estimate

2022/23
Estimate

2023/24
Estimate

2024/25
Estimate

2025/26
Estimate

£52,399,000

£51,399,000

£50,399,000

£49,399,000

£48,399,000

£47,399,000

HRA
dwellings

3,889

3,869

3,849

3,829

3,809

3,789

Debt per
dwelling

£13,474

£13,825

£13,094

£12,901

£12,706

£12,510

HRA debt

Interest payable & interest receivable
6.21. Given the capital projections above, interest payable & interest receivable
budgets for the next four years are forecast as follows:
2022/23
Estimate

2023/24
Estimate

2024/25
Estimate

2025/26
Estimate

Borrowing Costs
(General Fund)

£1,711,950

£1,911,950

£2,002,620

£2,032,730

Borrowing Costs (HRA)

£1,629,210

£1,548,870

£1,522,640

£1,493,030

Investment Income

(£103,670)

(£203,590)

(£294,000)

(£382,060)

7.

Treasury Management

7.1.

The treasury management function ensures that the Council’s cash is
organised so that sufficient cash is available to service its plans. This will
involve both the organisation of the cash flow and, where capital plans
require, the organisation of appropriate borrowing facilities. This strategy
covers the relevant treasury and prudential indicators, the current and
projected debt and investment positions and the annual investment
strategy.

Current Debt Position
7.2.

The Council’s debt position at 31st March 2021 and its debt forecasts
going forward are summarised below. The table shows the actual external
debt against the underlying borrowing need (the Capital Financing
Requirement) highlighting any under or over borrowing.
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External Borrowing
Other long-term liabilities*
Gross Debt at 31st March
Change in Debt position
Capital Financing
Requirement
(Under) / over borrowing**

March 21
Actual
£’000

March 22
Estimate
£’000

March 23
Estimate
£’000

March 24
Estimate
£’000

March 25
Estimate
£’000

March 26
Estimate
£’000

66,825

63,077

69,877

68,877

68,877

68,877

-

-

-

-

-

-

66,825

63,077

69,877

68,877

68,877

68,877

0

(3,748)

6,800

(1,000)

0

0

80,541

80,205

85,383

86,784

84,892

83,000

(13,716)

(17,128)

(15,506)

(17,907)

(16,015)

(14,123)

* Other long-term liabilities will include Right-of-Use assets under accounting standard IFRS16 to be adopted from 2022/23.
The impact is expected to be immaterial therefore is not included at this stage. Should any changes be significant, the CFR
limit and forecast will be revised during the year.
** Subject to considerations around whether to externally / internally borrow

7.3.

The Council is required to ensure that its Gross Debt does not, except in
the short term, exceed the total of the Capital Financing Requirement
(CFR) in the preceding year plus the estimates of any additional CFR for
the current year and the following two financial years. This allows some
flexibility for borrowing in advance of need for future years, but ensures
that borrowing is not undertaken for revenue or speculative purposes.

7.4.

The Council is complying with this indicator in the current year and does
not envisage difficulty in complying over the life of the Medium Term
Financial Plan. This view takes into account current and future proposals
with regard to the capital programme.
Treasury Indicators - Limits to Borrowing Activity

7.5.

The Council sets limits to ensure that the revenue consequences of the
capital programme on external borrowing remain affordable.
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Operational Boundary
7.6.

This is the limit beyond which external debt is not normally expected to
exceed. This represents the Capital Financing Requirement plus an
additional allowance to cover short-term liquidity requirements.

Operational boundary

Capital Financing Requirement
Allowance for borrowing to
cover short-term cash flow*
Total Gross Debt

2021/22
Set
£’000

2022/23
Setting
£’000

2023/24
Estimate
£’000

2024/25
Estimate
£’000

2025/26
Estimate
£’000

83,027

85,383

86,784

84,892

83,000

6,933

7,573

7,839

8,115

8,400

89,960

92,956

94,623

93,007

91,400

* Amount required in short-term to cover precepts (the highest cash outflow)

Authorised Limit for External Debt
7.7.

This indicator represents a control on the maximum level of borrowing – a
legal limit beyond which external debt is prohibited. This limit needs to be
set or revised by the full Council. It is the statutory limit determined under
Section 3 (1) of the Local Government Act 2003. The Government retains
an option to control either the total of all councils’ plans, or those of a
specific council, although this power has not yet been exercised.
Authorised limit

Operational Boundary
‘Headroom’
Total Gross Debt

2021/22
Set
£’000

2022/23
Setting
£’000

2023/24
Estimate
£’000

2024/25
Estimate
£’000

2025/26
Estimate
£’000

89,960

92,956

94,623

93,007

91,400

2,500

2,500

2,500

2,500

2,500

92,460

95,456

97,123

95,507

93,900
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Prospects for Interest Rates
7.8.

This table, provided by Link, presents forecasts for Bank of England base
rate (Bank Rate) and PWLB borrowing rates:

%

Mar22

Jun22

Sep22

Dec22

Mar23

Jun23

Sep23

Dec23

Mar24

Jun24

Sep24

Dec24

Mar25

Bank
Rate

0.25

0.50

0.50

0.50

0.75

0.75

0.75

0.75

1.00

1.00

1.00

1.00

1.25

5yr PWLB
rate

1.50

1.50

1.60

1.60

1.70

1.80

1.80

1.80

1.90

1.90

1.90

2.00

2.00

10r PWLB
rate

1.70

1.80

1.80

1.90

1.90

2.00

2.00

2.00

2.10

2.10

2.10

2.20

2.30

7.9.

The Bank of England took emergency action in March 2020 to cut bank
rate to 0.25% then 0.10%; it returned to 0.25% in December 2021 and is
forecast to increase again several times over the medium term, as shown
in the table above. Borrowing rates are also forecast to increase over this
period.

7.10. The investment income budget therefore anticipates some increases to
the return on investments which have mostly been extremely low, close to
zero, over the last year.
Borrowing Strategy
7.11. The majority of the Council’s capital financing requirement is currently
funded by external borrowing but also maintains an under-borrowed
position.
7.12. As highlighted above, the Council has an estimated total Net Financing
Requirement of £10,096,000 for the four years ending March 2026, which
is part offset by Minimum Revenue Provision of £7,301,000 as shown in
the table below.
2022/23
Estimate
£’000

2023/24
Estimate
£’000

2024/25
Estimate
£’000

2025/26
Estimate
£’000

Net financing need

6,868

3,228

0

0

10,096

Minimum Revenue Provision

(1,690)

(1,827)

(1,892)

(1,892)

(7,301)

5,178

1,401

(1,892)

(1,892)

2,795

Total
£’000

7.13. The strategy assumes there will be ‘new’ borrowing of £6.8million during
2022/23 with the remainder of the net financing need occurring in those
years to be supported by internal borrowing.
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7.14. There one long term debt instrument maturing during the four year period:
£1million at the beginning of 2023/24 (original term 25 years). The
strategy assumes this will be repaid without the need for refinancing.
7.15. As shown in the table at 7.2, the Council is in an ‘under-borrowed’ position
for the life of the Medium Term Financial Plan. The capital financing
requirement and interest rate forecasts will be closely monitored in order
to make a decision on refinancing prior to maturity of existing loans to
reduce interest charges in the long-term; and to consider converting debt
from temporary internal funding to external loans.
Policy on Borrowing in Advance of Need
7.16. The Council will not borrow more than or in advance of its need purely to
profit from the investment of the extra sums borrowed.
7.17. The Council however may consider borrowing in advance to protect it from
higher borrowing costs within approved Capital Financing Requirement
estimates to finance new capital expenditure or refinance existing loans.
This will be considered carefully to ensure that value for money can be
demonstrated and that the Council can ensure the security of such funds.
Risks associated with any borrowing in advance activity will be subject to
prior appraisal and subsequent reporting through the mid-year reporting
mechanism.
Debt Rescheduling
7.18. Debt rescheduling is the reorganisation of existing debt in such a way as
to amend the debt repayments, reduce the principal sum borrowed, alter
the degree of volatility of debt or vary the interest payable, thus managing
the risk. The treasury team, supported by the Council’s treasury advisors,
will monitor prospects for debt rescheduling to achieve overall financial
benefit to the Council.

Page 68

Maturity Structure of Borrowing
7.19. These gross limits are set to reduce the Council’s exposure to large fixed
rate sums falling due for refinancing, and are required for upper and lower
limits. The Council is asked to approve the following treasury indictors and
limits:
Maturity Structure of borrowing* 2022/23 (fixed interest rates)
Lower
Upper
60%
Under 12 months
0%
6%
12 months to 2 years
0%
60%
2 years to 5 years
0%
60%
5 years to 10 years
0%
60%
10 years to 20 years
0%
60%
20 years and above
0%
90%
*external debt only (excludes finance leases);
LOBOS are measured at next call date in accordance with the Treasury Management Guidance

Maturity Structure of borrowing* 2022/23 (variable interest rates)
Lower
Upper
Under 12 months
0%
100%
%
12 months to 2 years
0%
50%
greater than 2 years
0%
0%
*external debt only (excludes finance leases)

Control of Interest Rate Exposure
7.20. The Council reviews and manages the interest rate exposure of both
borrowing and investments through the borrowing and investment
strategies included in this document. Officers will monitor the balance
between variable and fixed interest rates to ensure the Council is not
exposed to adverse fluctuations in fixed or variable interest rate
movements.
8.

Annual Investment Strategy
Investment Policy

8.1.

The DLUHC (formerly MHCLG) and CIPFA have extended the meaning of
‘investments’ to included both financial and non-financial investments.
This report deals solely with financial investments (as managed by the
treasury management team). Non-financial investments, essentially the
purchase of income yielding assets, are covered in the Capital Strategy
document.

8.2.

The Council’s investment policy has regard to the DLUHC’s Guidance on
Local Government Investments (“the Guidance”) and the CIPFA Treasury
Management in Public Services Code of Practice and Cross Sectoral
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Guidance Notes 2017 (“the CIPFA TM Code”) and the CIPFA Treasury
Management Guidance Notes 2018.
8.3.

The Council’s principal investment priorities are the security of capital and
the liquidity of its investments. In addition to this, the Council will aim to
achieve the optimum return on its investments commensurate with proper
levels of security and liquidity.

8.4.

The above guidance from the DLUHC and CIPFA place a high priority on
the management of risk. This authority has adopted a prudent approach to
managing risk and defines its risk appetite by the following means:




Minimum acceptable credit criteria are applied in order to generate a
list of highly creditworthy counterparties. This also enables
diversification and thus avoidance of concentration risk. The key
ratings used to monitor counterparties are the short and long-term
ratings.
Ratings will not be the sole determinant of the quality of an institution;
it is important to continually assess and monitor the financial sector on
both a micro and macro basis and in relation to the economic and
political environments in which institutions operate. The assessment
will also take account of information that reflects the opinion of the
markets. To achieve this consideration, the Council will engage with its
advisors to maintain a monitor on market pricing such as ‘credit default
swaps’ and overlay that information on top of the credit ratings.

8.5.

The investment instruments identified for use in the financial year are
listed in Annex 4 under the headings, ‘Specified’ and ‘Non-Specified’
Investments.

8.6.

Counterparty limits will be set as part of the Treasury Strategy and
maintained as part of the Council’s treasury management practices.

8.7.

The Council will pursue value for money in treasury management and will
monitor the yield from investment income against appropriate benchmarks
for investment performance. Regular monitoring of investment
performance will be carried out and reported on during the year and at the
end of the financial year in its Annual Treasury Report.

8.8.

The above criteria on risk management are unchanged from last year.
Creditworthiness Policy

8.9.

This Council employs the creditworthiness service provided by Link
Group. This service employs a sophisticated modelling approach utilising
credit ratings from three main credit rating agencies – Fitch, Moody’s and
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Standard & Poor’s. The credit ratings of counterparties are supplemented
with the following overlays:
 Credit watches and credit outlooks from credit rating agencies;
 Credit Default Swap (CDS) spreads to give early warning of likely
changes in credit ratings; and
 Sovereign ratings to select counterparties from only the most
creditworthy countries.
8.10. Credit watches and outlooks are issued by the ratings agencies. ‘Credit
watches’ are considered short-term actions, whereas ‘outlooks’ are
considered over a longer term time horizon. Link includes the release of a
negative or positive watch/outlook in its creditworthiness analysis.
8.11. A ‘Credit Default Swap’ is a contract between two counterparties in which
the buyer of the contract makes quarterly payments to the seller of the
contract in exchange for a payoff if there is a credit event of the reference
entity. The contract essentially gives protection or ‘insurance’. Therefore,
CDS spreads provide perceived market sentiment regarding the credit
quality of an institution and are also used in the creditworthiness analysis
to determine the durational band of investment with a financial institution.
8.12. Link’s creditworthiness model combines credit ratings, credit watches and
outlooks in a weighted scoring system, with an overlay of CDS spreads, to
produce a series of colour coded bands which indicate the relative
creditworthiness of counterparties. These colour codes are then used to
determine the duration for investments.
8.13. Only counterparties that fall within a ‘durational band’ will be included on
the Council’s lending list. In conjunction with the recommended durational
limits, the Council has assigned corresponding investment limits to each
banding. The limits have been set separately for UK banks and
International banks.
UK Banks
Category
Yellow*
Purple
Orange
Red
Green
No Colour

Principal
Limit
£9.25m
£9.25m
£7.40m
£6.66m
£5.55m
-

Maximum
Length
Up to 5 years
Up to 2 years
Up to 1 year
Up to 6 months
Up to 100 days
Not to be used

* UK Government deb t instruments
**assumes highest b alance is £37,000,000
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Portfolio (% of
highest balance**)
25%
25%
20%
18%
15%
-

International Banks
Principal
Category
Limit
Purple
£7.40m
Orange
£6.66m
Red
£5.55m
Green
£4.44m
No Colour
-

Maximum
Length
Up to 2 years
Up to 1 year
Up to 6 months
Up to100 days
Not to be used

Portfolio (% of
highest balance*)
20%
18%
15%
12%
-

* assumes highest b alance is £37,000,000

8.14. The Council’s lending list includes part- and fully-Nationalised UK
which have been assigned the ‘blue’ category as per
creditworthiness matrix. This category has been allocated a
durational period and higher investment limit since it has
Government support. The table below assigns investment limits:
Category
Blue
NatWest (the Council’s
main bank account)

banks,
Link’s
longer
strong

Principal
Limit
£9.25m

Maximum
Length
Up to 1 year

Portfolio (% of
highest balance*)
25%

£14.06m

Up to 1 year

38%

* assumes highest b alance is £37,000,000

8.15. The Council is alerted to changes in ratings and market movements
through its use of the Link creditworthiness service. If a downgrade results
in the counterparty no longer meeting the Council’s minimum criteria, it will
no longer be used for new investments. All ratings will be monitored prior
to any new investments being placed.
Group Limits
8.16. To reduce its risk further the Council has set a group limit for fixed term
deposits in institutions with the same parent. The group limit will increase
the portfolio percentage of the colour band the institution it is rated in at
the time by a further 50% where at least the additional amount is held in
an instant access account:

Category
Blue
Purple
Orange
Red
Green

Portfolio (%
of highest
balance*)
25%
25%
20%
18%
15%

Individual
Principal
Limit
£9.25m
£9.25m
£7.40m
£6.66m
£5.55m

* assumes highest b alance is £37,000,000
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150% of
individual limit

Group
Principal Limit

38%
38%
30%
27%
23%

£14.06m
£14.06m
£11.10m
£9.99m
£8.51m

Money Market Funds
8.17. The Council has access to several Money Market Funds (MMF) - all of
which are ‘AAA’ rated. A ‘Money Market Fund’ is a pooled vehicle
investing in a number of investment instruments with varying maturity
periods in a number of different countries. Money Market Funds provide
an alternative option for the Council when placing short-term funds and
provide for diversification of the investment portfolio.
8.18. The Council has set investment limits in Money Market Funds as follows:

Individual MMF
Total MMF investments**

Principal
Limit
£9.25m
£14.06m

Maximum
Length
Up to 1 year
Up to 1 year

Portfolio (% of
highest balance*)
25%
38%

* assumes highest b alance in £37,000,000
** maximum held in MMF’s at any one time

Intra-local authority investing
8.19. In additional to financial investments in instant access accounts; notice
accounts; money market funds; fixed term deposits and Certificates of
Deposit, which are all with rated institutions (banks, building societies,
money market funds), another option is to invest the Council’s funds in the
intra-local authority market.
8.20. This type of investment is included in this Investment Strategy for
investments for up to 12 months at the counterparty limit equivalent to
‘Yellow’ (relating to Government Debt Instruments). The cap of investing
for a maximum of 12 months is in line with the Council’s current usual
practices for financial investments. The counterparty limit £9.25million
would be treated as a total limit for all local authority investments and the
maximum to be invested in any individual authority would be £2million.

Individual local authority
All local authorities**

Principal
Limit
£2.00m
£9.25m

Maximum
Length
Up to 1 year
Up to 1 year

Portfolio (% of
highest balance*)
25%

* assumes highest b alance in £37,000,000
** maximum held in all other Local Authorities at any one time

8.21. Link, the Council’s advisors, don’t have a suggested duration for local
authorities on their counterparty list, but as quasi UK Government and with
specific regulation protection for lenders they are comfortable with
deposits of up to 5 years. Furthermore, there is a general presumption of
public bodies being going concerns with an acceptance that should an
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organisation fail financially, services provided would not be allowed to fail
and would be picked up by government or a successor body.
8.22. In selecting a local authority investment, the Council would decline any
counterparty under a s114 notice at the time of arranging the investment.
Under the Local Government Finance Act 1988, Section 114 (3) dictates
that: ‘The chief finance officer of a relevant authority shall make a report
under this section if it appears that the expenditure of the authority
incurred (including expenditure it proposes to incur) in a financial year is
likely to exceed the resources (including sums borrowed) available to it to
meet that expenditure’.
8.23. In order to make an investment, the treasury team would contact one of
the Council’s brokers and make them aware of the amount of investment,
duration and yield the Council would like to obtain; they then match this up
with other local authority counterparts who need to borrow funds. There is
no charge for this brokerage service when lending funds.
Extraordinary Limits
8.24. During 2020/21 and 2021/22 the Council has seen unprecedented levels
of cash flows due to the large grant funding payments from central
government which the Council was required to pay out to businesses
under the various grant schemes to respond to the Covid 19 crisis. This
put pressure on the counterparty limits set. In setting the Investment
Strategy for 2022/23, rather than set limits at very high levels compared to
the normal trend of cash flow levels in order to accommodate such events
in the future, which would result in artificially high counterparty limits and
potentially increase counterparty risk, counterparty limits are set at normal
trend levels, with the facility to increase these by a reasonable percentage
temporarily according to any situation arising during the year. Such events
and their effects on cash flows would be reported at Audit Committees.
Country Limits
8.25. A sovereign credit rating is the credit rating of a sovereign entity i.e. a
country. The highest sovereign rating awarded is ‘AAA’. The evolving
regulatory environment, in tandem with the rating agencies’ new
methodologies, means that sovereign ratings are now of lesser
importance in the assessment process and the new regulatory
environment is attempting to break the link between sovereign support
and domestic financial institutions.
8.26. While the Council understands the changes that have taken place, it will
continue to use sovereign ratings of individual counties in addition to credit
ratings when making investment decisions. When investing with
institutions outside the UK, only banks and building societies located in
countries with a minimum sovereign rating of ‘AAA’ will be used. This is in
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relation to the fact that the underlying domestic and, where appropriate,
international economic and wider political and social background will still
have an influence on the ratings of a financial institution.
8.27. At the time of writing (January 2022), there are 9 ‘AAA’ rated countries
approved for investments under the ‘International Banks’ counterparty
limits: Australia, Denmark, Germany, Luxembourg, Netherlands, Norway,
Singapore, Sweden, and Switzerland.
Ethical investing
8.28. There is a growing interest in local authority investing around
Environmental, Social and Governance (ESG) issues; this is sometimes
referred to as Ethical Investing and encompasses considerations around
the Climate Change agenda.
8.29. With regards to the financial investments considered in this Investment
Strategy, investment guidance, both statutory and from CIPFA, makes
clear that all financial investments must adopt the ‘SLY’ principals,
whereby Security of investments is always the priority, followed by
Liquidity, then Yield. Investment opportunities with positive ESG merits
would not be selected if the SLY criteria were not satisfied.
8.30. The ESG market accessible to the Council for financial investments is still
emerging and there are few opportunities at present. A financial
investment portfolio exclusively made up of ESG linked investments would
present a significant increase of Counterparty risk, concentrating the
Council’s funds in too few places. Therefore this cannot be pursued as a
criteria at least until such time as there are more ESG linked products
available to the Council. However, opportunities to invest in ESG products,
where they are on a par with non-ESG linked investments in terms of the
SLY criteria, will be selected as a priority.
8.31. In order to assess financial investments and entities for ESG merits, this
would require expert advice regarding ESG metrics and ESG scoring
systems. The Treasury team are aware that Link are engaging with
providers in order to develop a system which could overlay their
creditworthiness assessment service. Estimated timescales suggest this
could be available in 2022/23 and is likely to be at an additional cost.
Other providers (thought not necessarily specific to local authority needs)
are emerging in the market and these would be assessed alongside,
should such a service be procured.
8.32. An ESG scoring system could provide an overall general rating to an entity
as a whole or, if possible, the Council’s particular priorities around ESG
could be factored in to the scoring system. If this were to become a viable
option, the Council, in liaison with the Climate Change Working Group
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would need to determine what those priorities were. It should be noted
however, that if particular criteria were set, this could mean a further
reduction in the already small number of ESG linked financial investment
opportunities, as many are broad at present. In addition, there is a risk of
reducing the overall number of counterparties available to the Council if
ESG scoring limits were set.
8.33. Wider than the financial investments considered in this Investment
Strategy are non-financial investments which include activities and
projects of the Council, for example 100% sustainable utilities, or electric
fleet and its infrastructure. As with all Council priorities and decisions,
these would need to be considered in the wider context including
reference to the corporate plan, full business cases and due diligence,
therefore this Investment Strategy is only concerned with cash based
financial investments.
8.34. Ethical investing is a standard item of business in the Treasury Team’s
regular review meetings with advisors Link and the Team keeps up to date
with relationship managers for various counterparties and brokers as to
opportunities available. Developments in this particular area of financial
investing will be reported to the Audit Committee in the regular updates.
Investment income
8.35. The Council’s in-house managed funds are derived from a core balance
available for capital and revenue funding and day-to-day cash flows. At
31st March 2021 the core balances including HRA available for
investment were £34,257,000. Core balances are available for investment
in line with the profile of capital expenditure and requirements of the
revenue budget. Investments are therefore made with reference to the
core balance and cash flow requirements and the outlook for interest
rates.
Investment Return Expectations
8.36. Based on expectations of movements in the Bank of England base rate,
average investment earnings are forecast by Link as:
Year
2022/23
2023/24
2024/25
2025/26

Average earnings
0.50%
0.75%
1.00%
1.25%
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8.37. Taking into account the accounts and investments the Council has access
to whilst ensuring the profile of liquidity suits the Council’s needs,
investment income is forecast over the medium term at:
Year
2022/23
2023/24
2024/25
2025/26

Average earnings
£103,670
£203,590
£294,000
£382,060

Long-term Investments (greater than 365 days)
8.38. When placing long-term investments with counterparties, the Council’s
liquidity requirements, availability of funds and counterparty eligibility need
to be taken into consideration.
8.39. These longer-term investments could include Property Funds or MultiAsset Funds. A full review and selection process would take place with
input from the Council’s advisors, Link, in advance of entering in to any
commitment to fully ensure that it is appropriate for the Council.
8.40. The table below sets the limit on the total principal funds that may be
invested for greater than 365 days.
Maximum principal sums invested > 365 days
2022/23
2023/24
2024/25
Principal sums invested > 365 days

£5,000,000
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£5,000,000

£5,000,000

2025/26
£5,000,000

ANNEX 1
Treasury Management Policy Statement
In accordance with the CIPFA Code of Practice on Treasury Management, High
Peak Borough Council defines the policies and objectives of its treasury
management activities as follows:
1.

The Council defines its treasury management activities as: “The
management of the authority’s borrowing, investments and cash flows, its
banking, money market and capital market transactions; the effective
control of the risks associated with those activities; and the pursuit of
optimum performance consistent with those risks.”

2.

The Council regards the successful identification, monitoring and control
of risk to be the prime criteria by which the effectiveness of its treasury
management activities will be measured. Accordingly, the analysis and
reporting of treasury management activities will focus on their risk
implications for the organisation, and any financial instruments entered
into to manage these risks.

3.

The Council acknowledges that effective treasury management will
provide support towards the achievement of its business and service
objectives. It is therefore committed to the principles of achieving value for
money in treasury management, and to employing suitable
comprehensive performance measurement techniques, within the context
of effective risk management.
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ANNEX 2
Treasury Management Scheme of Delegation
(i) Full Council



receiving and reviewing reports on treasury management policies,
practices and activities;
approval of annual strategy.

(ii) Audit & Regulatory Committee


approval of/amendments to the Council’s adopted clauses, treasury
management policy statement and treasury management practices;



reviewing the treasury management policy and procedures and making
recommendations to the responsible body;



budget consideration and approval;



approval of the division of responsibilities;
receiving and reviewing regular monitoring reports and acting on
recommendations;




approving the selection of external service providers and agreeing terms
of appointment.

The treasury management role of the section 151 (responsible) officer


recommending clauses, treasury management policy/practices for
approval, reviewing the same regularly, and monitoring compliance;



submitting regular treasury management policy reports;




submitting budgets and budget variations;
receiving and reviewing management information reports;



reviewing the performance of the treasury management function;





ensuring the adequacy of treasury management resources and skills, and
the effective division of responsibilities within the treasury management
function;
ensuring the adequacy of internal audit, and liaising with external audit;



recommending the appointment of external service providers.
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ANNEX 3
Management Practices for Non-Treasury Investments
This Council recognises that investment in other financial assets and property
primarily for financial return, taken for non-treasury management purposes,
requires careful investment management. Such activity includes loans supporting
service outcomes, investments in subsidiaries, and investment property
portfolios.
This Council will ensure that all the Council’s investments are covered in the
capital strategy, investment strategy or equivalent, and will set out, where
relevant, the organisation’s risk appetite and specific policies and arrangements
for non-treasury investments. It will be recognised that the risk appetite for these
activities may differ from that for treasury management.
The Council will maintain a schedule setting out a summary of existing material
investments, subsidiaries, joint venture and liabilities including financial
guarantees and the organisation’s risk exposure.
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ANNEX 4
Specified and Non-Specified Investments
Specified Investments
All such investments will be sterling denominated, with maturities up to maximum
of 1 year*, meeting the minimum ‘high’ quality criteria where applicable.
Investment Instrument*
Debt Management Agency
Deposit Facility (DMADF)

Minimum ‘High’ Credit Criteria
n/a

Investment Limit**
As per lending limits
Yellow UK
As per lending limits
Yellow UK for all
authorities; max £2m
per LA

Term deposits – local
authorities

n/a

Term deposits – housing
associations

n/a

n/a

Third Party Loans

Decision made on individual basis
per Capital Strategy

n/a

UK Sovereign Rating

As per lending limits
Yellow UK

UK Government Gilts and
Treasury Bills
Certificates of deposits (CDs)
or corporate bonds with banks
and building societies
Term deposits – banks and
building societies
UK (Part-)Nationalised Banks
UK Instant Access and Notice
Accounts

Based on Link Creditworthiness
analysis. Lowest Band – GREEN
Sovereignty Rating –AAA (exc UK)
Based on Link Creditworthiness
analysis. Lowest Band – GREEN
Sovereignty Rating –AAA (exc UK)
Based on Link Creditworthiness
analysis. Lowest Band – BLUE
Based on Link Creditworthiness
analysis. Lowest Band – GREEN

As per individual /
group lending limits
As per individual /
group lending limits
As per individual /
group lending limits
As per individual /
group lending limits

* If forward deposits are to be made, the forward period plus the deal period should not exceed
one year in aggregate
** must conform to both institution and group limits set
Collective Investment Schemes structured as Open Ended Investment Companies (OEICs):
Non-specified Investments
Money Market Funds
(CNAV & LVNAV)

Minimum Credit Criteria
AAA rated
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Investment Limit/
Max. % of total
investments
As per individual/
group lending limits

Max.
maturity
period
Liquid

Non-specified Investments
Non-specified investment instruments are assumed to take on greater risk and
should therefore be subject to greater scrutiny. They include investments that are
for a period of more than one year and instruments that the Council has very
limited experience and expertise in dealing with. A maximum of £14,800,000
(40% of the projected highest balance) will be held in aggregate in non-specified
investments.
Minimum Credit Criteria

Investment
Limit / Max. %
of total
investments

Term deposits – UK government
(maturities in excess of 1 year)

UK Sovereign Rating

>365 day limit

Third Party Loans (maturities in
excess of 1 year)

Decision made on
individual basis per Capital
Strategy

Non-specified Investments

Term & Callable deposits – banks
and building societies (maturities in
excess of 1 year)
Commercial Paper

Based on Link
Creditworthiness analysis.
Lowest Band – PURPLE
Sovereignty Rating -AAA
Based on Link
Creditworthiness analysis.
Lowest Band – GREEN
Sovereignty Rating -AAA

UK Government Gilts – all maturities

UK Sovereign Rating

Bonds issued by multilateral
development banks - all maturities

Long term AAA

Bonds issued by a financial institution
which is guaranteed by the UK
government – all maturities

UK Sovereign Rating

Sovereign bond issues (i.e. other than
the UK govt) – all maturities

Long Term AAA

Treasury Bills – all maturities

UK Sovereign Rating

Property Funds/ Multi-Asset Funds

Full due diligence to select
appropriate fund

n/a

Max. maturity period

5 years

n/a

>365 day limit

2 years

£3,700,000
(10% of highest
balance)

1 year

£3,700,000
(10% of highest
balance)
£3,700,000
(10% of highest
balance)
£3,700,000
(10% of highest
balance)
£3,700,000
(10% of highest
balance)
£5,550,000
(15% of highest
balance)
>365 day limit

2 years
6 months

2 years
2 years
2 years
n/a

Collective Investment Schemes structured as Open Ended Investment Companies (OEICs):
Non-specified Investments
Government Liquidity Funds –
all maturities
Enhanced cash funds –
all maturities
Gilt Funds – all maturities

Minimum Credit Criteria
AAA rated
AAA rated
AAA rated
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Investment Limit/ Max. %
of total investments
£5,550,000 (15% of
highest balance)
£3,700,000 (10% of
highest balance)
£3,700,000 (10% of
highest balance)

Max. maturity
period
2 years
2 years
2 years

ANNEX 5
MRP Policy change 2022-23
1.

Minimum Revenue Provision (MRP) for Debt Repayment

1.1. In accordance with the Local Government Act 2003, the Council is required
to pay off an element of accumulated General Fund capital expenditure
each year through a revenue charge known as the Minimum Revenue
Provision (MRP).
1.2. The Council is required to determine a level of MRP it considers to be
prudent, whilst having regard to the current MRP Guidance issued by
MHCLG (now renamed DLUHC) in 2018. The Guidance gives four options
for determining MRP which it considers to be prudent but does not rule out
alternative approaches.
1.3. The overriding requirement of the Guidance is to set a prudent provision
which ensures that debt is repaid over a period that is reasonably
commensurate with that over which the capital expenditure provides
benefits.
1.4. The Guidance requires that before the start of each financial year the
Council prepares a statement of its policy on making MRP in respect of the
forthcoming financial year and submits it to full Council for approval.
2.

MRP Policy Review

2.1. A review of the Council’s MRP policy was recently undertaken by Link
Group, Treasury Solutions. The objective of the review was to profile MRP
for the repayment of its underlying debt liability in order to assist with easing
current budget pressures whilst ensuring that the provision remains prudent
and compliant with statutory guidance.
2.2. In the Council’s MRP policy for 2021/22, MRP for historic supported
borrowing prior to 2008 is calculated on a 4% reducing balance method
including a reduction for Adjustment A. An alternative option has been
identified whereby MRP is calculated using a straight line method over 50
years. A change to a straight line method could be seen as being more
prudent than the current method because the debt liability will be repaid in
full in a shorter time period; whereas under the current 4% reducing balance
method, after 50 years 13% of the current outstanding debt liability will
remain outstanding.
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2.3. Savings over the MTFP Period are shown in the table:
Year
2022/23
2023/24
2024/25
2025/26
Total

Original Revised
(Saving)
charge charge
£'000
£'000
£'000
325
162
(163)
312
162
(150)
299
162
(137)
287
162
(125)
(575)

2.4. Considerations of the change in Policy:








MRP on supported debt will be written off more quickly using a fixed 50
year period. This is in line with one of the main MRP guidance
principles, whilst achieving an overall faster level of debt redemption
than would be provided under the existing 4% reducing balance
method.
The straight-line method of charging MRP can be seen as a more
prudent basis for providing for capital expenditure which provides a
steady flow of benefits over their useful life. It can provide a fairer
charge than 4% reducing balance as it provides a consistent charge
over an asset’s life.
Associating all MRP charges with the approximate useful life of the
underlying asset creates a fairer charge to the taxpayers who have had
use of the asset. This is currently the method used for unsupported
borrowing (post 1 April 2008).
The proposed changes will lead to a higher Capital Financing
Requirement in the short term and borrowing requirement than under
the current MRP policy as the charges are spread out; but the
associated time value of money suggest that this will result in savings
for the Council in the long term.

2.5. The Link review also identified use of the annuity method on supported
historic (pre-1 April 2008) and unsupported (post-1 April 2008) borrowing as
an option for the Council; this method results in increasing MRP charges
each year which can be viewed as a fairer charge on taxpayers as it takes
account of the time value of money. Savings also result from the time value
of money. This option will be considered in the future.
2.6. It is therefore recommended that the Council implement the change to a
straight line method of MRP over 50 years on its historic supported (pre-1
April 2008) borrowing in its MRP policy. The regulations allow the Authority
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to review its policy every year and set a policy that it considers prudent at
that time. The impact of a revised MRP policy will be kept under regular
review in order to ensure that the annual provision is prudent.
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ANNEX 6
Note: 2021 revised CIPFA Treasury Management Code and Prudential Code
changes which will impact on future TMSS reports and the risk
management framework
CIPFA published the revised codes on 20 th December 2021 and has stated that
formal adoption is not required until the 2023/24 financial year. This Council has
to have regard to these codes of practice when it prepares the Treasury
Management Strategy Statement and Annual Investment Strategy, and also
related reports during the financial year, which are taken to Full Council for
approval.
The revised codes will have the following implications:


a requirement for the Council to adopt a new debt liability benchmark
treasury indicator to support the financing risk management of the capital
financing requirement;



clarify what CIPFA expects a local authority to borrow for and what they
do not view as appropriate. This will include the requirement to set a
proportionate approach to commercial and service capital investment;



address ESG issues within the Capital Strategy;



require implementation of a policy to review commercial property, with a
view to divest where appropriate;



create new Investment Practices to manage risks associated with nontreasury investment (similar to the current Treasury Management
Practices);



ensure that any long term treasury investment is supported by a business
model;



a requirement to effectively manage liquidity and longer term cash flow
requirements;



amendment to TMP1 to address ESG policy within the treasury
management risk framework;



amendment to the knowledge and skills register for individuals involved in
the treasury management function - to be proportionate to the size and
complexity of the treasury management conducted by each council;
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a new requirement to clarify reporting requirements for service and
commercial
investment,
(especially
where
supported
by
borrowing/leverage).

In addition, all investments and investment income must be attributed to one of
the following three purposes:
Treasury management
Arising from the organisation’s cash flows or treasury risk management
activity, this type of investment represents balances which are only held until
the cash is required for use. Treasury investments may also arise from other
treasury risk management activity which seeks to prudently manage the risks,
costs or income relating to existing or forecast debt or treasury investments.
Service delivery
Investments held primarily and directly for the delivery of public services
including housing, regeneration and local infrastructure. Returns on this
category of investment which are funded by borrowing are permitted only in
cases where the income is “either related to the financial viability of the
project in question or otherwise incidental to the primary purpose”.
Commercial return
Investments held primarily for financial return with no treasury management
or direct service provision purpose. Risks on such investments should be
proportionate to a council’s financial capacity – i.e., that ‘plausible losses’
could be absorbed in budgets or reserves without unmanageable detriment to
local services. An authority must not borrow to invest primarily for financial
return.
As this Treasury Management Strategy Statement and Annual Investment
Strategy deals soley with treasury management investments, the categories of
service delivery and commercial investments will be dealt with as part of the
Capital Strategy report. However, as investments in commercial property have
implications for cash balances managed by the treasury team, it will be for each
authority to determine whether they feel it is relevant to add a high level summary
of the impact that commercial investments have, or may have, if it is planned to
liquidate such investments within the three year time horizon of this report, (or a
longer time horizon if that is felt appropriate).
Members will be updated on how all these changes will impact our current
approach and any changes required will be formally adopted within the 2023/24
TMSS report.
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Agenda Item 9
HIGH PEAK BOROUGH COUNCIL
Audit & Regulatory Committee
9 February 2022

TITLE:

Regulation of Investigatory Powers Act
(2000) - Review of Policy and Procedures

EXECUTIVE COUNCILLOR:

Councillor Alan Barrow - Executive
Councillor for Corporate Services and
Finance

CONTACT OFFICER:

John Leak - Head of Audit

WARDS INVOLVED:

Non Specific

Appendices Attached – Appendix 1 Regulation of Investigatory Powers Act
2000 Policy & Procedures

1.

Reason for the Report

1.1

The Council must have arrangements in place to ensure compliance with the
Regulation of Investigatory Powers Act 2000 (RIPA) and those arrangements
are subject to inspection by the Investigatory Powers Commissioner’s Office
(IPCO). This is achieved through the adoption of a set of Policy and
Procedures that ensure compliance with the requirements of the legislation.
The Council has had arrangements and procedures in place for authorising
and conducting necessary surveillance since 2002. Councillors should review
the use of RIPA and set the policy at least once per year. They should also
consider internal reports on use of RIPA periodically to ensure it is being used
consistently with the policy and that the policy remains fit for purpose.

2.

Recommendation

2.1

That the committee note the Council’s use of RIPA powers.

2.2

That the updated Regulation of Investigatory Powers Act 2000 Policy and
Procedures attached at Appendix 1 are approved and adopted.

3.

Executive Summary

3.1

RIPA was introduced in order to provide the correct balance between an
individual’s right to privacy under the Human Rights Act 1998 and the proper
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use of data and surveillance by public authorities, such as the police and local
councils, who are entrusted by law to carry out certain enforcement duties.
The Act identifies certain areas where carrying out these enforcement duties
will inevitably conflict with individuals’ rights to privacy. The main areas which
are of concern to the Council are:




The use of directed surveillance;
The use of covert human intelligence sources (CHIS);
Obtaining communications and data about communications.

3.2

Some of the Council’s activities necessarily require surveillance as part of their
enforcement functions such as environmental, planning and licensing
enforcement and other fraud investigations. However, the use of RIPA powers
by the Council has been very limited and no authorisations have been granted
since 2010. The current policy and procedures were approved and adopted by
this committee in February 2021.

3.3

The Investigatory Powers Commissioner’s Office carry out an inspection of the
Council’s arrangements for managing the use of RIPA authorisations
approximately every three years, the last inspection of the Alliance joint
arrangements taking place in November 2019 with their Inspection Report
received by the Council in December 2019.

3.4

Only two core recommendations were made by the IPCO which related to the
requirement for annual Policy approval and reporting to elected councillors of
the Alliance’s use of RIPA, and the development of a structured annual
training programme. This annual report satisfies the first recommendation and
although delayed by the current pandemic, future training provision for officers
is in the process of being arranged.

3.5

The Authorising Officers currently listed within the Council’s Policy and
Procedures require amendment. The Policy and Procedures have therefore
been updated to reflect this and are attached as Appendix 1.

4.

How this report links to Corporate Priorities

4.1

Maintaining up-to date policy and procedures and reporting on their use will
ensure that the Council complies with its legislative duties under RIPA.

5.

Alternative Options

5.1

Approve the Regulation of Investigatory Powers Act 2000 Policy and
Procedures (Recommended). The Council will have Policy & Procedures
based on best practice and current legislation which ensures compliance with
the requirements of the Regulation of Investigatory Powers Act 2000.

5.2

Do not approve the Regulation of Investigatory Powers Act 2000 Policy and
Procedures (Not Recommended). The Council will not have up-to date Policy
& Procedures based on current best practice and legislation.
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6.

Implications
6.1

Community Safety - (Crime and Disorder Act 1998)
None.

6.2

Workforce
None.

6.3

Equality and Diversity/Equality Impact Assessment
None.

6.4

Financial Considerations
None.

6.5

Legal
Surveillance investigations which are not authorised could leave
the Council open to legal challenge by individuals who consider
that there has been an intrusion of their privacy.

6.6

Climate Change
None.

6.7

Consultation
None.

6.8

Risk Assessment
None.

MARK TRILLO
Executive Director (Governance & Commissioning) and Monitoring Officer
Web Links and
Background Papers

Contact details

Regulation of Investigatory Powers Act 2000 &
subsequent amendments
Protection of Freedoms Act 2012 – changes to
provisions under the Regulation of Investigatory Powers
Act 2000 (RIPA)
Investigatory Powers Act 2016
OSC/IPCO Inspection Reports

John Leak
Head of Audit
john.leak@staffsmoorlands.gov.uk
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7.

Detail

7.1

Introduction

7.1.1 The Council must have arrangements in place to ensure compliance with the
Regulation of Investigatory Powers Act 2000 (RIPA) and those arrangements
are subject to inspection by the Investigatory Powers Commissioner’s Office
(IPCO), formally the Office of Surveillance Commissioners (OSC). The Council
has therefore had arrangements and procedures in place for authorising and
conducting necessary surveillance since 2002 and the current policy and
procedures were approved and adopted by this committee in February 2021.
7.1.2 The Investigatory Powers Commissioner’s Office carry out an inspection of the
Council’s arrangements for managing the use of RIPA authorisations
approximately every three years, the last inspection of the Alliance joint
arrangements taking place in November 2019 with their Inspection Report
received by the Council in December 2019.
7.1.3 The purpose of this report is to update Councillors on the use of RIPA powers
and progress against recommendations contained in the December 2019
Investigatory Powers Commissioner’s Office Report, and to seek approval for
adoption of updated Policy and Procedures.
7.2

The Council’s Use of RIPA

7.2.1 RIPA was introduced in order to provide the correct balance between an
individual’s right to privacy under the Human Rights Act 1998 and the proper
use of data and surveillance by public authorities, such as the police and local
councils, who are entrusted by law to carry out certain enforcement duties.
The Act identifies certain areas where carrying out these enforcement duties
will inevitably conflict with individuals rights to privacy. The main areas which
are of concern to the Council are:




The use of directed surveillance ;
The use of covert human intelligence sources (CHIS); and
Obtaining communications and data about communications.

7.2.2 Some of the Council’s activities necessarily require surveillance as part of their
enforcement functions. Examples include environmental, planning and
licensing enforcement and other fraud investigations. RIPA provides the
statutory framework for the granting of authority to carry out surveillance.
Where the Council is required to gather evidence using surveillance and/or
covert human intelligence sources, these measures must be subject to an
authorisation, review and cancellation procedure to ensure that it is lawful. In
addition, the Council must comply with the Codes of Practice issued by the
Home Secretary in accordance with the Act. Detailed operational procedures
have been developed to back-up the Council’s policy to ensure that this is the
case. These procedures include details of the Council’s authorising officers.
7.2.3 As a responsible local authority, High Peak Borough Council has ensured that
no individual, whether an employee of the Council or otherwise, has suffered
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as a result of a breach of any provision of RIPA. It is essential that all activities
of this nature, whether they will lead to prosecution or not, are carried out in
accordance with RIPA, the Codes of Practice and the Council’s policy and
procedures. Investigations which are not authorised could leave the Council
open to legal challenge by individuals who consider that there has been an
intrusion of their privacy. However, the use of RIPA powers by the Council has
been very limited and no authorisations have been granted since 2010.
7.3

Inspections and Review of RIPA Policy and Procedures

7.3.1 Two significant changes governing how local authorities use RIPA were
contained within the Protection of Freedoms Act 2012 and became law from
1st November 2012 onwards. Local authority authorisations and notices under
RIPA for the use of directed surveillance and the use of CHIS can only be
given effect once an order approving the authorisation or notice has been
granted by a Justice of the Peace. In addition, the crime threshold was
introduced for directed surveillance by local authorities which means that
directed surveillance under RIPA can only be authorised to prevent or detect
criminal offences that are either punishable, whether on summary conviction
or indictment, by a maximum term of at least 6 months’ imprisonment or are
related to the underage sale of alcohol and tobacco.
7.3.2 In order to ensure that the Council’s arrangements remained up-to date, the
Policy and Procedures were therefore updated in February 2013 to ensure
that they continued to reflect best practice. There was also a need to
standardise procedures across the Alliance so that officers apply the same
processes across both authorities. Following this update of policy and
procedures, training for practitioners from relevant services and authorising
officers was provided.
7.3.3 Following an inspection of the Alliance arrangements for managing the use of
RIPA authorisations by the Office of Surveillance Commissioners in May 2013,
the Policy and Procedures were again updated in February 2014 to include
guidance on the use of social networking sites and internet. Subsequently in
December 2014, the Home Office issued revised Codes of Practice for Covert
Surveillance and Covert Human Intelligence Sources, incorporating the latest
legislative changes and the Council’s Policy and Procedures were updated to
reflect these in September 2015.
7.3.4 The last inspection by the now defunct OSC took place in June 2016 which
concluded that the Alliance joint arrangements for RIPA compliance were
good and in particular, the RIPA Policy was commended and described as one
of the best policy and guidance documents seen in any second-tier authority.
The Council’s Policy and Procedures were updated to reflect the single
recommendation contained in this report in September 2016.
7.3.5 Subsequently the Investigatory Powers Act 2016 became law in late 2016.
This Act primarily relates to obtaining communications and data about
communications and also introduced a new oversight framework, establishing
the Investigatory Powers Commissioner. The first inspection of the Alliance’s
arrangements to ensure compliance with the Regulation of Investigatory
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Powers Act 2000 (RIPA) by the IPCO took place in November 2019. The
report was issued in December 2019 and only two core recommendations
were made which related to the requirement for annual Policy approval and
reporting to elected councillors of the Alliance’s use of RIPA, and the
development of a structured annual training programme. This annual report
satisfies the first recommendation and although delayed by the current
pandemic, future training provision for officers is in the process of being
arranged.
7.3.6 The Authorising Officers currently listed within the Council’s Policy and
Procedures require amendment. The Authorising Officers named in the
Procedures are the Chief Executive and two Executive Directors positions,
one of which is currently vacant. The job title for this position has been
amended and their name will be added following commencement of
employment. No further changes are required. The Policy and Procedures
have therefore been updated to reflect this and are attached as Appendix 1.
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APPENDIX 1

REGULATION OF INVESTIGATORY
POWERS ACT 2000
POLICY & PROCEDURES

FEBRUARY 2022
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1.

INTRODUCTION & PURPOSE

1.1

The Regulation of Investigatory Powers Act 2000 (RIPA) was introduced in
order to provide the correct balance between an individuals right to privacy
under the Human Rights Act 1998 and the proper use of data and surveillance
by public authorities, such as the police and local councils, who are entrusted
by law to carry out certain enforcement duties.

1.2

The Act identifies certain areas where carrying out these enforcement duties
will inevitably conflict with individuals rights to privacy. The main areas which
are of concern to the Council are :
 The use of directed surveillance;
 The use of covert human intelligence sources (CHIS); and
 The acquisition of communications data.

1.3

Some of the Council’s activities will necessarily require surveillance as part of
their enforcement functions. Examples include fraud investigations and
environmental, planning and licensing enforcement. The use of a CHIS may
also be required by some Councils in very rare circumstances. The Regulation
of Investigatory Powers Act 2000 provides the statutory framework for the
granting of authority to carry out surveillance.

1.4

The requirement to acquire communications data is also very unlikely but if
necessary this will be dealt with via the SPoC service offered by the National
Anti-Fraud Network (NAFN).

1.5

Where the Council is required to gather evidence using surveillance and/or
covert human intelligence sources or acquire communications data, these
measures must be subject to an authorisation, review and cancellation
procedure to ensure that it is lawful. A crime threshold (see 2.1 below) applies
only to the authorisation of directed surveillance under RIPA, not to the
authorisation of the use of CHIS or acquisition of communications data.
Authorisation can only be given effect once an order approving the
authorisation or notice has been granted by a Justice of the Peace (JP). In
addition, the Council must comply with the Codes of Practice issued by the
Home Secretary in accordance with the Act.

1.6

As a responsible local authority, the Council wishes to ensure that no
individual, whether an employee of the Council or otherwise, suffers as a
result of a breach of any provision of RIPA. It is essential that all activities of
this nature, whether they will lead to prosecution or not, are carried out in
accordance with RIPA, the Codes of Practice and this policy. Investigations
which are not authorised could leave the Council open to legal challenge by
individuals who consider that there has been an intrusion of their privacy.
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1.7

It is necessary to have a corporate policy in order to describe and record the
way in which the Council complies with RIPA. The policy applies to:
 all employees ;
 elected members ; and
 third parties acting on the Council’s behalf, including all contractors,
consultants and agents.

1.8

Where covert surveillance activities are unlikely to result in the obtaining of
private information about a person, or where there is a separate legal basis for
such activities, neither the 2000 Act nor the Home Office Codes of Practice
need apply.

2.

DIRECTED SURVEILLANCE

2.1

The use of directed surveillance is subject to the requirements of RIPA.
Directed surveillance is defined by the Act as covert (carried out in a manner
calculated to ensure that persons subject to the surveillance are unaware it is
taking place) but not intrusive (covert and carried out in relation to anything
taking place on residential premises or in a private vehicle and involves the
presence of an individual on the premises or vehicle or is carried out by a
surveillance device), and is undertaken :
 for the purposes of a specific investigation or specific operation to prevent
or detect criminal offences that are either punishable, whether on summary
conviction or indictment, by a maximum term of at least 6 months'
imprisonment or are related to the underage sale of alcohol and tobacco
(the crime threshold);
 in such a manner as is likely to result in the obtaining of private information
about a person (whether or not one specifically identified for the purposes
of the investigation or operation) ; and
 otherwise than by way of an immediate response to events or
circumstances the nature of which is such that it would not be reasonably
practicable for an authorisation under Part II of the 2000 Act to be sought
for the carrying out of the surveillance.
Private information includes any information relating to a person’s private or
family life including any aspect of a person’s private or personal relationship
with others, such as family and professional or business relationships.
Information which is non-private may include publicly available information
such as books, newspapers, journals, TV and radio broadcasts, newswires,
web sites, mapping imagery, academic articles, conference proceedings,
business reports, and more. Such information may also include commercially
available data where a fee may be charged, and any data which is available
on request or made available at a meeting to a member of the public.
Whilst a person may have a reduced expectation of privacy when in a public
place, covert surveillance of that person’s activities in public may still result in
the obtaining of private information. Surveillance of publicly accessible areas
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of the internet should be treated in a similar way, recognising that there may
be an expectation of privacy over information which is on the internet,
particularly where accessing information on social media websites.
2.2

The statutory RIPA Code of Practice on covert surveillance makes it clear that
general observation activities (which may include monitoring of publicly
accessible areas of the internet in circumstances where it is not part of a
specific investigation or operation), observation at trouble ‘hotspots’,
immediate response to events and overt use of CCTV are all techniques which
do not require RIPA authorisation. An authorisation for directed surveillance
is only appropriate for the purposes of a specific investigation or operation,
insofar as that investigation or operation is necessary on the grounds specified
in the 2000 Act when in performance of its ‘core functions’ (‘specific public
functions’, undertaken by a particular public authority, in contrast to the
‘ordinary functions’ which are those undertaken by all authorities).

2.3

RIPA regulates the way in which the Council carries out directed surveillance
via the Covert Surveillance and Property Interference Code of Practice
(August 2018) and sets a legal framework for any conduct carried out in
accordance with the Act. This version of the code reflects changes introduced
by the Investigatory Powers Act 2016 (“the 2016 Act”), including the new
oversight framework, establishing the Investigatory Powers Commissioner
(“the Commissioner”).

3.

COVERT HUMAN INTELLIGENCE SOURCES (CHIS)

3.1

If the use and conduct of a CHIS is being considered, urgent advice should be
sought from the Senior Responsible Officer for RIPA before embarking on
such a process. The use of a Covert Human Intelligence Source (CHIS) is
subject to the requirements of RIPA. A CHIS is defined by the Act as a person
who establishes or maintains a personal or other relationship with another
person for the covert purpose of facilitating anything that :
 covertly uses such a relationship to obtain information or to provide access
to any information to another person; or
 covertly discloses information obtained by the use of such a relationship or
as a consequence of the existence of such a relationship.
A relationship is used covertly if, and only if, it is conducted in a manner
calculated to ensure that the person is unaware of its purpose. A relationship
is used covertly, and information obtained is disclosed covertly, if and only if
the relationship is used or the information is disclosed in a manner that is
calculated to ensure that one of the parties to the relationship is unaware of
the use or disclosure in question. Public authorities are not required to seek or
obtain an authorisation just because one is available. The use or conduct of a
CHIS, can be a particularly intrusive and high-risk covert technique, requiring
dedicated and sufficient resources, oversight and management. Authorisation
is therefore advisable where a public authority intends to task someone to act
as a CHIS, or where it is believed an individual is acting in that capacity and it
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is intended to obtain information from them accordingly. Unlike directed
surveillance, which relates specifically to private information, authorisations for
the use or conduct of a CHIS do not relate specifically to private information,
but to the covert manipulation of a relationship to gain any information. The
Council will not in the normal course of any directed surveillance activity, use
covert human intelligence sources, however if there is a justifiable need, this
will be authorised in accordance with RIPA and the Protection of Freedoms
Act 2012.
3.2

Not all human source activity will meet the definition of a CHIS as a
relationship will not have been established or maintained for a covert purpose.
Many sources merely volunteer or provide information that is within their
personal knowledge, without being induced, asked, or tasked by a public
authority (public volunteers). If personal knowledge has been acquired by
mere observation, the informant is not a CHIS, however if personal knowledge
is acquired in the course of (or as a result of the existence of) a personal or
other relationship, the informant is a CHIS. If a public authority acts on the
information provided by such a person without taking reasonable steps to
protect their safety, it may be in breach of its duty of care if the person suffers
reprisals. Therefore an authorisation will be required if a relationship exists
between the subject and the CHIS, even if specific information has not been
sought by the public authority.

3.3

RIPA regulates the way in which the Council can utilise a CHIS via the Covert
Human Intelligence Sources Code of Practice (August 2018) and sets a legal
framework for any conduct carried out in accordance with the Act. This version
of the code reflects changes introduced by the Investigatory Powers Act 2016
(“the 2016 Act”), including the new oversight framework, establishing the
Investigatory Powers Commissioner (“the Commissioner”).

4.

ACQUISITION OF COMMUNICATIONS DATA

4.1

The Investigatory Powers Act 2016 (IPA) governs how we use the
investigatory powers available to us. These powers provide for the lawful
acquisition of communications data (CD) including the who, where, when, how
and with whom of a communication but not the content (i.e. what was said).
IPA groups CD into two categories:
 ‘entity data’ - this data is about entities or links between them and describes
or identifies the entity but does not include information about individual
events. Entities could be individuals, groups and objects (such as mobile
phones or other communications devices);;
 ‘events data’ - events data identifies or describes events in relation to a
telecommunication system which consist of one or more entities engaging
in an activity at a specific point, or points, in time.

4.2

Local authorities must submit all their communication data applications, via the
National Anti-Fraud Network (NAFN) for the consideration of Office for
Communications Data Authorisations (OCDA). All applications must be
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authorised by OCDA prior to any communications data being acquired on
behalf of a Local Authority. Applicants within local authorities are therefore
required to consult a National Anti-Fraud Network (NAFN) SPoC throughout
the application process. The accredited SPoCs at NAFN will scrutinise the
applications independently. They will provide advice to the local authority
ensuring it acts in an informed and lawful manner. The SPoC is an individual
trained to facilitate the lawful acquisition of communications data and effective
co-operation between a public authority, the OCDA and telecommunications
operators and postal operators. Section 60A of the Act provides for the
independent authorisation of communications data requests by the IPC. The
OCDA performs this function on behalf of the IPC. An authorising officer in
OCDA can authorise any request, for any purpose from any public authority.
The introduction of the OCDA means the acquisition of communications data
by local authority officers is no longer subject to judicial approval by a
magistrate.
4.3

In addition to being considered by a NAFN SPoC, the local authority making
the application must ensure someone of at least the rank of the senior
responsible officer in the local authority is aware the application is being made
before it is submitted to an authorising officer in OCDA. The local authority
senior responsible officer must be satisfied that the officer(s) verifying the
application is (are) of an appropriate rank and must inform NAFN of such
nominations. NAFN will be responsible for submitting the application to OCDA
on behalf of the local authority.

4.4

A local authority may not make an application that requires the processing or
disclosure of internet connection records for any purpose.

4.5

If the acquisition of communications data is being considered, detailed
guidance is provided in the Home Office Communications Data Code of
Practice (November 2018). Advice should be sought from the Senior
Responsible Officer for RIPA before embarking on such a process.

5.

ONLINE COVERT ACTIVITY

5.1

The growth of the internet, and the extent of the information that is now
available online, presents new opportunities for public authorities to view or
gather information which may assist them in preventing or detecting crime or
carrying out other statutory functions, as well as in understanding and
engaging with the public they serve. It is important that public authorities are
able to make full and lawful use of this information for their statutory purposes.
Much of it can be accessed without the need for RIPA authorisation; use of the
internet prior to an investigation should not normally engage privacy
considerations. But if the study of an individual’s online presence becomes
persistent, or where material obtained from any check is to be extracted and
recorded and may engage privacy considerations, RIPA authorisations may
need to be considered. The viewing of open source activity is addressed by
the Covert Surveillance and Property Interference Code of Practice (August

RIPA 2000 Policy & Procedures

February 2022
RIPA Policy

Page 101

Page 5

2018) paragraphs 3.10 to 3.17 and the Covert Human Intelligence Sources
Code of Practice (August 2018) paragraphs 4.11 to 4.17.
5.2

The internet may be used for intelligence gathering and/or as a surveillance
tool. Where online monitoring or investigation is conducted covertly for the
purpose of a specific investigation or operation and is likely to result in the
obtaining of private information about a person or group, an authorisation for
directed surveillance should be considered. Where a person acting on behalf
of the Council is intending to engage with others online without disclosing his
or her identity, whether by publicly open websites such as an online news and
social networking service, or more private exchanges such as e-messaging
sites, a CHIS authorisation may be needed. This would include:
 An investigator using the internet to engage with a subject of interest at the
start of an operation, in order to ascertain information or facilitate a meeting
in person;
 Directing a member of the public (such as a CHIS) to use their own or
another internet profile to establish or maintain a relationship with a subject
of interest for a covert purpose.

5.3

A CHIS authorisation will not always be appropriate or necessary for online
investigation or research. Some websites require a user to register providing
personal identifiers (such as name and phone number) before access to the
site will be permitted. Where a member of a public authority sets up a false
identity for this purpose, this does not in itself amount to establishing a
relationship, and a CHIS authorisation would not immediately be required,
though consideration should be given to the need for a directed surveillance
authorisation if the conduct is likely to result in the acquisition of private
information, and the other relevant criteria are met.

5.4

Where a website or social media account requires a minimal level of
interaction, such as sending or receiving a friend request before access is
permitted, this may not in itself amount to establishing a relationship. Equally,
the use of electronic gestures such as “like” or “follow” to react to information
posted by others online would not in itself constitute forming a relationship.
However, it should be borne in mind that entering a website or responding on
these terms may lead to further interaction with other users and a CHIS
authorisation should be obtained if it is intended for an officer of a public
authority or a CHIS to engage in such interaction to obtain, provide access to
or disclose information. Where it is intended that more than one officer will
share the same online persona, each officer should be clearly identifiable
within the overarching authorisation for that operation, providing clear
information about the conduct required of each officer and including risk
assessments in relation to each officer involved.

5.5

In deciding whether online surveillance should be regarded as covert,
consideration should be given to the likelihood of the subject(s) knowing that
the surveillance is or may be taking place. Use of the internet itself may be
considered as adopting a surveillance technique calculated to ensure that the
subject is unaware of it, even if no further steps are taken to conceal the
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activity. Conversely, if reasonable steps have been taken to inform the public
or particular individuals that the surveillance is or may be taking place, this can
be regarded as overt and a directed surveillance authorisation will not
normally be available.
5.6

Depending on the nature of the online platform, there may be a reduced
expectation of privacy where information relating to a person or group of
people is made openly available within the public domain, however in some
circumstances privacy implications still apply. This is because the intention
when making such information available was not for it to be used for a covert
purpose such as investigative activity. This is regardless of whether a user of a
website or social media platform has sought to protect such information by
restricting its access by activating privacy settings.

5.7

Where information about an individual is placed on a publicly accessible
database, for example the telephone directory or Companies House, which is
commonly used and known to be accessible to all, they are unlikely to have
any reasonable expectation of privacy over the monitoring by public authorities
of that information. Individuals who post information on social media networks
and other websites whose purpose is to communicate messages to a wide
audience are also less likely to hold a reasonable expectation of privacy in
relation to that information.

5.8

Whether a public authority interferes with a person’s private life includes a
consideration of the nature of the public authority’s activity in relation to that
information. Simple reconnaissance of such sites (i.e. preliminary examination
with a view to establishing whether the site or its contents are of interest) is
unlikely to interfere with a person’s reasonably held expectation of privacy and
therefore is not likely to require a directed surveillance authorisation. But
where a public authority is systematically collecting and recording information
about a particular person or group, a directed surveillance authorisation
should be considered. These considerations apply regardless of when the
information was shared online.

5.9

In order to determine whether a directed surveillance authorisation should be
sought for accessing information on a website as part of a covert investigation
or operation, it is necessary to look at the intended purpose and scope of the
online activity it is proposed to undertake. Factors that should be considered in
establishing whether a directed surveillance authorisation is required include:
 Whether the investigation or research is directed towards an individual or
organisation;
 Whether it is likely to result in obtaining private information about a person
or group of people;
 Whether it is likely to involve visiting internet sites to build up an
intelligence picture or profile;
 Whether the information obtained will be recorded and retained;
 Whether the information is likely to provide an observer with a pattern of
lifestyle;
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 Whether the information is being combined with other sources of
information or intelligence, which amounts to information relating to a
person’s private life;
 Whether the investigation or research is part of an ongoing piece of work
involving repeated viewing of the subject(s);
 Whether it is likely to involve identifying and recording information about
third parties, such as friends and family members of the subject of interest,
or information posted by third parties, that may include private information
and therefore constitute collateral intrusion into the privacy of these third
parties.
5.10

Internet searches carried out by a third party on behalf of the Council, or with
the use of a search tool, may still require a directed surveillance authorisation.

6.

AUTHORISATION

6.1

Under RIPA and the statutory Codes of Practice, directed surveillance and
covert human intelligence sources should only be authorised if the authorising
officer is satisfied that :
 the action is necessary (in a democratic society) on one or more of the
grounds identified in the Codes of Practice ; and
 the surveillance is proportionate to what is sought to be achieved
A local authority who wishes to authorise the use of directed surveillance or
CHIS under RIPA will need to obtain an order approving the grant or renewal
of an authorisation or notice from a JP (a District Judge or lay magistrate)
before it can take effect. If the JP is satisfied that the statutory tests have been
met and that the use of the technique is necessary and proportionate he/she
will issue an order approving the grant or renewal for the use of the technique
as described in the application. This judicial approval mechanism is in addition
to the existing authorisation process under the relevant parts of RIPA as
outlined in the Codes of Practice. The amendment means that local
authorities are no longer able to orally authorise the use of RIPA
techniques. All authorisations must be made in writing and require JP
approval. The authorisation cannot commence until this has been obtained.
In addition, local authorities can only authorise use of directed surveillance
under RIPA to prevent or detect criminal offences that are either punishable,
whether on summary conviction or indictment, by a maximum term of at least
6 months' imprisonment or are related to the underage sale of alcohol and
tobacco (the crime threshold). Examples of cases where the offence being
investigated attracts a maximum custodial sentence of six months or more
could include more serious criminal damage, dangerous waste dumping and
serious or serial fraud.

6.2

If during the investigation it becomes clear that the activity being investigated
does not amount to a criminal offence or that it would be a less serious
offence that does not meet the crime threshold the use of directed surveillance
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should cease. If a directed surveillance authorisation is already in force it
should be cancelled. When a relevant error has occurred, the Council must
notify the Investigatory Powers Commissioner as soon as reasonably
practicable, and no later than ten working days (or as agreed with the
Commissioner) after it has been established by appropriate internal
governance processes that a relevant error has occurred.
6.3

Local authorities cannot authorise directed surveillance for the purpose of
preventing disorder unless this involves a criminal offence(s) which meets the
crime threshold and may not authorise the use of directed surveillance under
RIPA to investigate low-level offences which may include, for example,
littering, dog control and fly-posting. However covert surveillance may be
conducted under other legislation without the protection afforded by an
authorisation under RIPA.

6.4

Local Authorities are NOT authorised to conduct Intrusive Surveillance.

6.5

Local Authorities have no statutory powers to interfere with private property. If
any ‘trespass’ is being considered during the course of authorised
surveillance, the matter should be referred to the Executive Director (People)
and Monitoring Officer as a matter of urgency.

6.6

Full details of the procedures to be followed for directed surveillance and
covert human intelligence sources including details of the Council’s
Authorising Officers and the completion of the required documents can be
found in this Policy and Procedures document.

6.7

Authorisation procedures for the acquisition of communications data are
referred to in Section 4 of this document.

7.

RESPONSIBILITIES

7.1

The Council is committed to ensuring that any enforcement, investigation or
other activity is carried out in accordance with the Regulation of Investigatory
Powers Act 2000. To ensure compliance all relevant policies and procedures
must comply fully with the Act and be fit for purpose. Policy and Procedures
and subsequent revisions will be approved by elected members.

7.2

The Council accepts its responsibility to comply with any statutory Codes of
Practice issued by the Home Secretary in accordance with the Act. The Codes
of Practice, which are made mandatory by the Act, are reflected in the
Council’s RIPA 2000 Procedures.

7.3

In compliance with the Act, copies of the Codes of Practice will be available,
for reference purposes, to members of the public and to all members of staff,
elected members and third parties acting on behalf of the Council in any of the
prescribed activities. All employees and members will be made aware of their
duties and responsibilities under the Act.
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7.4

The Council expects that all officers, members and third parties acting on
behalf of the Council, to perform their duties in a manner which respects the
rights of the individual in accordance with the Human Rights Act 1998.

7.5

The Council should ensure that their actions when handling private information
obtained by means of covert surveillance or by means of the use or conduct of
a CHIS comply with relevant legal frameworks and the CSPI and CHIS codes,
so that any interference with privacy is justified in accordance with Article 8(2)
of the European Convention on Human Rights. Compliance with these legal
frameworks, including data protection requirements, will ensure that the
handling of private information so obtained continues to be lawful, justified and
strictly controlled, and is subject to robust and effective safeguards.

7.6

All material obtained under the authority of a covert surveillance or through the
use or conduct of a CHIS must be handled in accordance with safeguards
which the Council has implemented in line with the requirements of the CSPI
and CHIS codes. Dissemination, copying and retention of material must be
limited to the minimum necessary for authorised purposes.

7.7

The Council regards any unlawful breach of any provision of the Act by any
employee of the Council as a disciplinary matter. Any employee who breaches
this policy may be dealt with under the Council’s disciplinary procedure.

7.8

The Council’s Executive Director (Governance & Commisioning) and
Monitoring Officer will be the Senior Responsible Officer (SRO) for RIPA
responsible for ensuring that appropriate steps are taken within the authority
to comply with the requirements of the Act. These will include, but not be
limited to:
 ensuring the integrity of the process in place within the Council to authorise
directed surveillance and the management of CHIS;
 ensuring compliance with Part II of the 2000 Act and with statutory codes
of practice;
 oversight of the reporting of errors to the relevant oversight Commissioner
and the identification of both the cause(s) of errors and the implementation
of processes to minimise repetition of errors;
 engagement with the Commissioners and inspectors when they conduct
their inspections;
 where necessary, overseeing the implementation of any post inspection
action plans recommended or approved by a Commissioner;
 nominating officers who will be designated as authorising officers for the
purposes of the Act and Codes of Practice and ensuring that they are of an
appropriate standard in light of any recommendations in the inspection
reports prepared by the Investigatory Powers Commissioner;
 ensuring that sufficient resources will be allocated to support the process ;
 producing and maintaining corporate RIPA 2000 procedures and
documentation based upon each of the statutory Codes of Practice as
necessary ;
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 ensuring, by means of risk assessment, that activities which may be
covered by the Act are subject to proper justification, authorisation,
enactment and completion ;
 ensuring that where relevant, staff and members are adequately trained
and regularly reminded of their duties and responsibilities in respect of the
Act ;
 ensuring that any authorised activity undertaken is proportionate to the
matter under investigation and is in accordance with Article 8 of the Human
Rights Act 1998 - the right to respect for private and family life (subject to
the restrictions prescribed, which must be prescribed by law, necessary in
a democratic society and a proportionate measure) ;
 ensuring that elected members periodically review the authority’s use of
RIPA powers and that those powers are being used consistently within the
policy and procedures;
 ensuring measures are in place to inform investigating and authorising
officers of any changes to existing Codes of Practice, new Codes of
Practice and relevant case law which may require changes in procedures ;
and
 ensuring that a central register of all authorisations, renewals and
terminations is maintained and used to monitor compliance with the Act,
Codes of Practice, Council Policy and procedures.
7.9

The officer in charge of each authorised directed surveillance operation will be
responsible for the conduct of the operation. All activities which are covered by
RIPA must be carried out in accordance with the Act, the statutory Codes of
Practice and the Council’s approved policy and procedures.
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8.

DIRECTED SURVEILLANCE PROCEDURES

8.1

Who in the Council may authorise directed surveillance?

8.2

What additional authorisation for directed surveillance is required?

8.3

How is an application for the authorisation of directed surveillance made?

8.4

What will the Authorising Officer have to consider?

8.5

What is meant by the term necessary and proportionate?

8.6

What is the procedure for applying for judicial approval?

8.7

What will the Justice of the Peace consider and decide?

8.8

How long will the authorisation last?

8.9

Can the Council carry out surveillance with other organisations?

8.10

When should reviews take place?

8.11

Can an authorisation be renewed?

8.12

Can or should an authorisation be revoked?

8.13

What is legally privileged material and other confidential material?

8.14

How can knowledge of matters subject to legal privilege be obtained?

8.15

Are there any special rules for legally privileged material and other confidential
material?

8.16

What records must be kept?

8.17

Who keeps the record?

8.18

Will the material obtained be required as evidence in criminal proceedings?

8.19

How should the material obtained be handled?

8.20

What if surveillance activity has taken place without lawful authority?

8.21

Who is responsible for overseeing compliance with the 2000 Act?

8.22

Is the use of CCTV regulated by the Act?

8.23

Are there any specific situations not requiring authorisation?
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8.24

What reference documents are there?
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8.1

Who in the Council may authorise directed surveillance?
The following officers have been duly trained and are designated as
Authorising Officers:
 Chief Executive
Mr Andrew P Stokes
 Executive Director (Finance & Customer Services) TBA
 Executive Director (Place)
Mr Neil Rodgers
Ideally the Authorising Officer should not be responsible for authorising their
own activities, i.e. those operations or investigations in which they are directly
involved or for which they have direct responsibility.

8.2

What additional authorisation for directed surveillance is required?
A local authority who wishes to authorise the use of directed surveillance
under RIPA will need to obtain an order approving the grant or renewal of an
authorisation or notice from a JP (a District Judge or lay magistrate) before it
can take effect. If the JP is satisfied that the statutory tests have been met and
that the use of the technique is necessary and proportionate he/she will issue
an order approving the grant or renewal for the use of the technique as
described in the application. This judicial approval mechanism is in addition to
the existing authorisation process under the relevant parts of RIPA as outlined
in the Codes of Practice.

8.3

How is an application for the authorisation of directed surveillance
made?
An application for authorisation for Directed Surveillance must be in writing on
the
current
Home
Office
form
(available
here
https://www.gov.uk/government/publications/application-for-use-of-directedsurveillance ). It should specify:
 the action to be authorised;
 the identities, where known, of those to be the subject of directed
surveillance;
 an account of the investigation or operation and nature of the surveillance;
 the grounds on which the authorisation is sought (e.g. for the purpose of
preventing or detecting crime or of preventing disorder);
 why the directed surveillance is considered to be necessary and
proportionate to what it seeks to achieve (see 8.5 below);
 an explanation of the information which it is desired to obtain as a result of
the authorisation;
 the potential for collateral intrusion, that is to say, interference with the
privacy of persons other than the subjects of the surveillance, and an
assessment of the risk of such intrusion or interference and why any
intrusion is justified;
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 the likelihood of acquiring any legally privileged or confidential material;
There should then be a record of whether authority was given or refused, by
whom and the time and date.
8.4

What will the Authorising Officer have to consider?
The Authorising Officer must be satisfied that the authorisation is necessary in
accordance with Section 28(3) of the 2000 Act for directed surveillance and
Statutory Instrument 2003 Number 3171 and the Protection of Freedoms Act
2012:
 for the purpose of preventing or detecting criminal offences that are either
punishable, whether on summary conviction or indictment, by a maximum
term of at least 6 months' imprisonment or are related to the underage sale
of alcohol and tobacco (the crime threshold).
Before authorising surveillance the authorising officer should also take into
account the risk of intrusion into the privacy of persons other than those who
are directly the subjects of the investigation or operation (collateral intrusion).
Measures should be taken, wherever practicable, to avoid or minimise
unnecessary intrusion into the privacy of those who are not the intended
subjects of the surveillance activity. Where such collateral intrusion is
unavoidable, the activities may still be authorised, provided this intrusion is
considered proportionate to what is sought to be achieved. An application for
an authorisation should include an assessment of the risk of any collateral
intrusion including the likelihood that any equipment or software deployed may
cause intrusion on persons or property other than the subject(s) of the
application. If an automated system such as an online search engine is used
to obtain the information, the authorising officer should be made aware of its
potential extent and limitations. The authorising officer should take this into
account, when considering the proportionality of the surveillance.
The Authorising Officer must also believe that the surveillance is necessary
and proportionate to what it seeks to achieve (see 8.5 below), and should set
out, in their own words, why they are satisfied or why they believe the activity
is necessary and proportionate. A bare assertion is insufficient.

8.5

What is meant by the term necessary and proportionate?
The person granting the authorisation must believe that the covert surveillance
authorisation is necessary in the circumstances of the particular case for the
statutory grounds detailed above. In order to be satisfied, the conduct that it is
aimed to prevent or detect must be identified and clearly described,
particularly if it is questionable whether serious crime criteria are met. Often
missed is an explanation of why it is necessary to use the covert techniques
requested.
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Then, if the activities are necessary, an authorisation should demonstrate how
an authorising officer has reached the conclusion that the activity is
proportionate to what it seeks to achieve; including an explanation of the
reasons why the method, tactic or technique proposed is not disproportionate.
Proportionality is a very important concept, and it means that any interference
with a persons rights must be proportionate to the intended objective. This
involves balancing the intrusiveness of the activity on the target and others
who might be affected by it against the need for the activity in operational
terms. The activity will not be proportionate if it is excessive in the
circumstances of the case or if the information which is sought could
reasonably be obtained by other less intrusive means. Thus where
surveillance is proposed, that action must be designed to do no more than
meet the objective in question. All such activity should be carefully managed to
meet the objective in question and must not be arbitrary or unfair.
Proportionality is not only about balancing the effectiveness of covert methods
over overt methods but of explaining why the particular covert method,
technique or tactic is the least intrusive. It is insufficient to make a simple
assertion or to say that the 'seriousness' of the crime justifies any or every
method available. It may be unacceptable to advance lack of resources or a
potential cost saving as sufficient ground to use technological solutions which
can be more intrusive than a human being. This critical judgment can only
properly be reached once all other aspects of an authorisation have been fully
considered.
8.6

What is the procedure for applying for judicial approval?
Following approval by the authorising officer the Council will contact Her
Majesty’s Courts and Tribunals Service (HMCTS) administration team at the
magistrates’ court as soon as possible to request a hearing. The Council will
then provide the JP with a copy of the original RIPA authorisation or notice
and the supporting documents setting out the case. This forms the basis of the
application to the JP and should contain all information that is relied upon. In
addition, the local authority will provide the JP with a partially completed
judicial application/order form.
The order section of this form will be completed by the JP and will be the
official record of the JP’s decision. The Council will need to obtain judicial
approval for all initial RIPA authorisations/applications and renewals and the
local authority will need to retain a copy of the judicial application/order form
after it has been signed by the JP. There is no requirement for the JP to
consider either cancellations or internal reviews.
On the rare occasions where out of hours access to a JP is required then it will
be for the Council to make local arrangements with the relevant HMCTS legal
staff who will require basic facts about the authorisation and the urgency. If the
urgency is agreed, then arrangements will be made for a suitable JP to
consider the application and attendance and evidence will be required. In
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these cases the Council will need to provide two partially completed judicial
application/order forms so that one can be retained by the JP. The Council
should provide the court with a copy of the signed judicial application/order
form the next working day.
No RIPA authority is required in immediate response to events or situations
where it is not reasonably practicable to obtain it (for instance when criminal
activity is observed during routine duties and officers conceal themselves to
observe what is happening).
The hearing is a ‘legal proceeding’ and therefore local authority officers need
to be formally designated to appear, be sworn in and present evidence or
provide information as required by the JP. It is envisaged that the case
investigator will be able to fulfil this role, however if practicable the Authorising
Officer should be present to answer questions about their reasoning on
necessity, proportionality, collateral intrusion and risk. If the Authorising Officer
is not present, any comments made by the magistrate should be reported to
them and recorded together with any action taken by the Authorising Officer to
incorporate or address them. The hearing will be in private and heard by a
single JP who will read and consider the RIPA authorisation or notice and the
judicial application/order form. He/she may have questions to clarify points or
require additional reassurance on particular matters.
8.7

What will the Justice of the Peace consider and decide?
The JP will consider whether he or she is satisfied that at the time the
authorisation was granted or renewed or the notice was given or renewed,
there were reasonable grounds for believing that the authorisation or notice
was necessary and proportionate. They will also consider whether there
continues to be reasonable grounds. In addition they must be satisfied that the
person who granted the authorisation or gave the notice was an appropriate
designated person within the local authority and the authorisation was made in
accordance with any applicable legal restrictions, for example that the crime
threshold for directed surveillance has been met.
The forms and supporting papers must by themselves make the case. It is not
sufficient for the Council to provide oral evidence where this is not reflected or
supported in the papers provided. If more information is required to determine
whether the authorisation or notice has met the tests then the JP will refuse
the authorisation. If an application is refused the Council may consider
whether they can reapply, for example, if there was information to support the
application which was available to the Council, but not included in the papers
provided at the hearing.
Following their consideration of the case the JP will complete the order section
of the judicial application/order form recording their decision. The JP may
decide to:
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 Approve the Grant or renewal of an authorisation or notice which will then
take effect and the Council may proceed to use the technique in that
particular case;
 Refuse to approve the grant or renewal of an authorisation or notice so the
Council may not use the technique in that case. Where an application has
been refused the Council may wish to consider the reasons for that refusal.
For example, a technical error in the form may be remedied without the
Council going through the internal authorisation process again. The Council
may then wish to reapply for judicial approval once those steps have been
taken;
 Refuse to approve the grant or renewal and quash the authorisation or
notice. The court must not exercise its power to quash the authorisation or
notice unless the Council has had at least 2 business days from the date of
the refusal in which to make representations.
There is no complaint route for a judicial decision unless it was made in bad
faith. A local authority may only appeal a JP decision on a point of law by
judicial review.
8.8

How long will the authorisation last?
The written authorisation will cease to have effect (unless renewed or
cancelled) at the end of a period of 3 months beginning with the date on which
it took effect and expiring at 23:59 hours the day preceding.

8.9

Can the Council carry out surveillance with other organisations?
Any person granting or applying for an authorisation will also need to be aware
of particular sensitivities in the local community where the surveillance is
taking place and of any similar activities being undertaken by other public
authorities which could impact on the deployment of surveillance. It is
therefore recommended that where an authorising officer from a public
authority considers that conflicts might arise they should consult a senior
officer within the police force area in which the investigation or operation is to
take place. Where possible, the Council should seek to avoid duplication of
authorisations as part of a single investigation or operation. For example,
where the Council is conducting directed surveillance as part of a joint
operation, only one authorisation is required. The tasking or lead organisation
should normally obtain or provide the authorisation under Part II of the 2000
Act. For example, where surveillance is carried out by the Council on behalf of
HMRC, authorisations would usually be sought by HMRC and granted by their
authorising officer.
In some circumstances it may be appropriate or necessary for a public
authority to work with third parties who are not themselves a public authority
(such as an individual, company or non-governmental organisation) to assist
with an investigation. Where that third party is acting in partnership with or
under the direction of a public authority, then they are acting as an agent of
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that authority and any activities that third party conducts which meet the 2000
Act definitions of directed surveillance should be considered for authorisation
under those Acts by the public authority on whose behalf that activity is being
undertaken. Similarly, a surveillance authorisation should also be considered
where the public authority is aware that a third party (that is not a public
authority) is independently conducting surveillance and the public authority
intends to make use of any suitable material obtained by the third party for the
purposes of a specific investigation being undertaken by that public authority.
8.10

When should reviews take place?
There must be regular reviews of any authorisations given and the records of
these reviews must be in writing and authorised by the Authorising Officer on
the
current
Home
Office
form
(available
here
https://www.gov.uk/government/publications/review-of-use-of-directedsurveillance ). Any proposed or unforeseen changes to the nature or extent of
the surveillance operation that may result in the further or greater intrusion into
the private life of any person should also be brought to the attention of the
authorising officer by means of a review. Where a directed surveillance
authorisation provides for the surveillance of unidentified individuals whose
identity is later established, the terms of the authorisation should be refined at
a review to include the identity of these individuals. The frequency of reviews
should be considered at the outset by the authorising officer as is considered
necessary and practicable. Particular attention is drawn to the need to review
authorisations frequently where the surveillance involves a high level of
intrusion into private life or significant collateral intrusion, or confidential
information is likely to be obtained. The results of a review should be recorded
on the central record of authorisations and should be retained for at least three
years.

8.11

Can an authorisation be renewed?
If at any time before an authorisation ceased to have effect, the Authorising
Officer considers it necessary for the authorisation to continue for the same
purpose for which it was given, then he/she may request renewal of the
authorisation by a JP in writing on the current Home Office form (available
here
https://www.gov.uk/government/publications/renewal-form-for-directedsurveillance ).
Applications for renewals should not be made until shortly before the original
authorisation period is due to expire but must take account of factors which
may delay the renewal process (e.g. intervening weekends or the availability
of the Council’s authorising officer and a JP to consider the application). A
renewal must be authorised prior to the expiry of the original authorisation, but
it runs from the expiry date and time of that original authorisation. The renewal
will normally be for 3 months and authorisations may be renewed more than
once if still considered necessary and proportionate and approved by the JP.
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The renewal should be kept/recorded as part of the central record of
authorisations. The request for a renewal of an authorisation should record:
 whether this is the first renewal, or on how many occasions it has been
renewed;
 the same information as outlined for an original application;
 details of any significant difference in the information given in the previous
authorisation;
 the reasons why it is necessary to continue with the surveillance;
 the content and value to the investigation or operation of the information so
far obtained by the surveillance;
 whether any privileged material or confidential information was obtained as
a result of activity undertaken under the authorisation, to which the
safeguards in chapter 9 of the CSPI code should apply;
 the results of regular reviews of the investigation or operation;
 an estimate of the length of time the surveillance will continue to be
necessary.
8.12

Can or should an authorisation be revoked?
The Authorising Officer who granted or last renewed the authorisation must
cancel it if he/she is satisfied that the directed surveillance no longer meets the
criteria for authorisation. Those acting under an authorisation must keep their
authorisations under review and notify the authorising officer if they consider
that the authorisation is no longer necessary or proportionate, and so should
therefore be cancelled. Cancellation of directed surveillance must be in writing
on
the
current
Home
Office
form
(available
here
https://www.gov.uk/government/publications/cancellation-of-use-of-directedsurveillance-form ) and the date and time when such an instruction was given
should be recorded in the central record of authorisations. When cancelling an
authorisation, the authorising officer should record on the form:
 the date and times (if at all) that surveillance took place and the order to
cease the activity was made;
 the reason for cancellation;
 ensure that surveillance equipment has been removed and returned;
 provide directions for the management of the product;
 ensure that detail of property interfered with, or persons subjected to
surveillance since the last review or renewal is properly recorded;
 record the value of the surveillance or interference (i.e. whether the
objectives as set in the authorisation were met).
As soon as a decision is taken to cease surveillance, an instruction must be
given to those involved in the operation to stop all surveillance of the
subject(s). The date on which that instruction is given should also be recorded.
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8.13

What is legally privileged material and other confidential material?
Confidential material is anything:
 which is subject to legal privilege, for example, communications between
legal advisers and their clients. Legal privilege does not apply to
communications or items held, or oral communications made, with the
intention of furthering a criminal purpose (whether the lawyer is acting
unwittingly or culpably). Legally privileged communications will lose their
protection if the professional legal adviser is intending to hold or use them
for a criminal purpose. But privilege is not lost if a professional legal adviser
is properly advising a person who is suspected of having committed a
criminal offence.
 which is confidential personal information, for example information about
someone’s health or spiritual counselling or other assistance given or to be
given to them;
 which is confidential constituent information, for example information about
private constituency matters discussed between a Member of Parliament
and a constituent;
 which is confidential journalistic material (this includes related
communications), that is, material obtained or acquired for the purposes of
journalism and held subject to an undertaking to hold it in confidence.

8.14

How can knowledge of matters subject to legal privilege be obtained?
Directed surveillance that is carried out in relation to anything taking place on
so much of any premises specified in article 3(2) of the RIPA (Extension of
Authorisation Provisions: Legal Consultations) Order 2010 as is, at any time
during the surveillance, used for the purposes of ‘legal consultations’ shall be
treated for the purposes of Part II of the 2000 Act as intrusive surveillance and
cannot therefore be conducted by the Council.
Where directed surveillance is likely or intended to result in the acquisition of
knowledge of matters subject to legal privilege, an authorisation shall only be
granted or approved if the authorising officer is satisfied that there are
exceptional and compelling circumstances that make the authorisation
necessary:
 Where the surveillance is not intended to result in the acquisition of
knowledge of matters subject to legal privilege, such exceptional and
compelling circumstances may arise in the interests of national security or
the economic well-being of the UK, or for the purpose of preventing or
detecting serious crime;
 Where the surveillance is intended to result in the acquisition of knowledge
of matters subject to legal privilege, such circumstances will arise only in a
very restricted range of cases, such as where there is a threat to life or limb,
or to national security, and the surveillance is reasonably regarded as likely
to yield intelligence necessary to counter the threat.
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8.15

Are there any special rules for legally privileged material and other
confidential material?
Additional safeguards are required where the use of directed surveillance is
likely to result in the acquisition of knowledge of matters subject to legal
privilege:
 The Authorising Officer must be the Chief Executive or (in his absence)
Executive Directors who must be satisfied that the proposed directed
surveillance is proportionate to what is sought to be achieved;
 if directed surveillance is not intended to result in the acquisition of
knowledge of matters subject to legal privilege, but it is likely that such
knowledge will nevertheless be acquired during the operation, the
application should identify all steps which will be taken to mitigate the risk of
acquiring it;
 where matters subject to legal privilege via the use of directed surveillance
are deliberately obtained, they may be used to counter the threat which led
to it being obtained, but it will not be admissible in court;
 knowledge of matters subject to legal privilege, whether or not it is acquired
deliberately, must be kept separate from law enforcement investigations or
criminal prosecutions;
 In cases likely to result in obtaining knowledge of matters subject to legal
privilege, the authorising officer or Investigatory Powers Commissioner may
require regular reporting so as to be able to decide whether the
authorisation should continue;
 where legally privileged material or other confidential material has been
acquired and retained for purposes other than its destruction, it should be
clearly marked as subject to legal privilege or as confidential and the matter
should be reported to the relevant Commissioner or Inspector during their
next inspection and the material should be made available to him if
requested;
 confidential material should be destroyed as soon as its retention is no
longer necessary;
 Where there is any doubt as to the handling and dissemination of
confidential information or information which may be subject to legal
privilege, advice should be sought from Legal Services before any further
dissemination of the material takes place. Similar advice should also be
sought where there is doubt over whether information is not subject to legal
privilege due to the “in furtherance of a criminal purpose” exception;
 In those cases where items identified by Legal Services as being legally
privileged have been acquired, this should be reported to the Commissioner
as soon as reasonably practicable;
 In the course of an investigation, a public authority must not act on or
further disseminate legally privileged items unless it has first informed the
Investigatory Powers Commissioner that the items have been obtained,
except in urgent circumstances;
 The retention of legally privileged information, or its dissemination to an
outside body, should be accompanied by a clear warning that it is subject to
legal privilege. It should be safeguarded by taking reasonable steps to
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ensure there is no possibility of it becoming available, or its contents
becoming known, to any person whose possession of it might prejudice any
criminal or civil proceedings to which the information relates;
 Any dissemination of legally privileged material to an outside body should
be notified to the relevant Commissioner or Inspector during their next
inspection;
 Other confidential information, which can include both oral and written
communications, is held subject to an express or implied undertaking to
hold it in confidence or it is subject to a restriction on disclosure or an
obligation of confidentiality contained in existing legislation.
8.16

What records must be kept?
Original documentation should be forwarded to the SRO for entry on the
Central Record, oversight and secure storage. Practitioners should work from
copy documents.
The following records must be kept centrally for a period of at least three years
(up to five years desirable) from the ending of each authorisation. This
information should be regularly updated whenever an authorisation is granted,
renewed or cancelled and should be made available to the relevant
Commissioner or an Inspector from the Investigatory Powers Commissioner’s
Office upon request :















the type of authorisation;
the date the authorisation was given;
name and position of the authorising officer;
the unique reference number (URN) of the investigation or operation;
the title of the investigation or operation, including a brief description and
names of subjects, if known;
whether the urgency provisions were used, and if so why;
details of attendances at the magistrates’ court to include the date of
attendances at court, the determining magistrate, the decision of the court
and the time and date of that decision;
the dates of any reviews;
if the authorisation has been renewed, when it was renewed and who
authorised the renewal, including the name and position of the authorising
officer;
whether the investigation or operation is likely to result in obtaining
confidential information as defined in the code of practice;
whether the authorisation was granted by an individual directly involved in
the investigation;
the date the authorisation was cancelled;
where any application is refused, the grounds for refusal as given by the
issuing authority or Judicial Commissioner;
a record of whether, following a refusal of any application by a Judicial
Commissioner, there is an appeal to the Investigatory Powers
Commissioner;
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 where there is such an appeal and the Investigatory Powers Commissioner
also refuses the issuing of an application, the grounds for refusal given.
The following documentation should also be centrally retrievable for at least
three years (up to five years desirable) from the ending of each authorisation:
 a copy of the application and a copy of the authorisation together with any
supplementary documentation and notification of the approval given by the
authorising officer;
 a record of the period over which the surveillance has taken place;
 the frequency of reviews prescribed by the authorising officer;
 a record of the result of each review of the authorisation;
 a copy of any renewal of an authorisation, together with the supporting
documentation submitted when the renewal was requested;
 the date and time when any instruction to cease surveillance was given;
 the date and time when any other instruction was given by the authorising
officer;
 a copy of the order approving or otherwise the grant or renewal of an
authorisation from a Justice of the Peace (JP).
8.17

Who keeps the record?
The central register of records will be kept under the direction of the Council’s
SRO (Executive Director and Monitoring Officer) and held by the Council’s
Head of Audit.

8.18

Will the material obtained be required as evidence in criminal
proceedings?
The Council must ensure that arrangements are in place for the secure
handling, storage and destruction of material obtained through the use of
directed surveillance in accordance with the Data Protection Act 2018. Where
the product of surveillance could be relevant to pending or future criminal or
civil proceedings, it should be retained in accordance with established
disclosure requirements for a suitable further period, commensurate to any
subsequent review.

8.19

How should the material obtained be handled?
Authorising officers, through their relevant Data Controller, must ensure
compliance with the appropriate data protection requirements under the Data
Protection Act 2018 and any relevant internal arrangements produced by
individual authorities relating to the handling and storage of material.
The number of persons to whom any of the material acquired through covert
surveillance is disclosed, and the extent of disclosure, should be limited to the
minimum necessary for the authorised purpose(s). This obligation applies
equally to disclosure to additional persons within the Council and to disclosure
outside the Council. In the same way, only so much of the material may be
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disclosed as the recipient needs; for example if a summary of the material will
suffice, no more than that should be disclosed.
Material obtained through covert surveillance may only be copied to the extent
necessary for the authorised purposes, and all copies, extracts and
summaries of it, must be handled and stored securely, so as to minimise the
risk of loss or theft. It must be held so as to be inaccessible to persons without
the required level of security clearance (where applicable). This requirement to
store such material securely applies to all those who are responsible for the
handling of the material.
In particular, each public authority must apply the following protective security
measures:
 physical security to protect any premises where the information may be
stored or accessed;
 IT security to minimise the risk of unauthorised access to IT systems;
 an appropriate security clearance regime for personnel which is designed
to provide assurance that those who have access to this material are
reliable and trustworthy.
Information obtained through covert surveillance, and all copies, extracts and
summaries which contain such material, should be scheduled for deletion or
destruction and securely destroyed as soon as they are no longer needed for
the authorised purpose(s). If such information is retained, it should be
reviewed at appropriate intervals to confirm that the justification for its
retention is still valid. In this context, destroying material means taking such
steps as might be necessary to make access to the data impossible.
8.20

What if surveillance activity has taken place without lawful authority?
An error must be reported if it is a relevant error. Examples of relevant errors
occurring would include circumstances where:
 Surveillance activity has taken place without lawful authority;
 There has been a failure to adhere to the safeguards set out in the relevant
statutory provisions and Chapter 9 of the CSPI Code.
When a relevant error has occurred, the Council must notify the Investigatory
Powers Commissioner as soon as reasonably practicable, and no later than
ten working days (or as agreed with the Commissioner) after it has been
established by appropriate internal governance processes that a relevant error
has occurred. A full report must be sent to the Investigatory Powers
Commissioner including information on the cause of the error; the amount of
surveillance conducted and material obtained or disclosed; any unintended
collateral intrusion; any analysis or action taken; whether any material has
been retained or destroyed; and a summary of the steps taken to prevent
recurrence. The Investigatory Powers Commissioner must inform a person of
any relevant error relating to that person if the Commissioner considers that
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the error is a serious error and that it is in the public interest for the person
concerned to be informed of the error.
8.21

Who is responsible for overseeing compliance with the 2000 Act?
The Investigatory Powers Act provides for an Investigatory Powers
Commissioner (“the Commissioner”), whose remit includes providing
comprehensive oversight of the use of the powers to which the CSPI code
applies, and adherence to the practices and processes described in it. The
Commissioner, and those that work under the authority of the Commissioner,
will ensure compliance with the law by inspecting public authorities and
investigating any issue which they believe warrants further independent
scrutiny. The Commissioner will have unfettered access to all locations,
documentation and information systems as necessary to carry out their full
functions and duties and all relevant persons using investigatory powers must
provide all necessary assistance.
In addition, the Investigatory Powers Act
establishes an independent
Investigatory Powers Tribunal which has full powers to investigate, and decide
upon, any case where a person complains that the conduct of the Council in
exercising its powers whilst carrying out surveillance has infringed their human
rights.

8.22

Is the use of CCTV regulated by the Act?
Guidance on the operation of overt CCTV cameras is provided in the
Surveillance Camera Code of Practice issued under the Protection of
Freedoms Act 2012. Although the provisions of the 2000 Act or of the covert
surveillance code of practice do not normally cover the use of overt CCTV
surveillance systems since members of the public are aware that such
systems are in use by virtue of clearly visible signage, there may be occasions
when the Council wishes to use overt CCTV systems for the purposes of a
specific investigation or operation for the surveillance of a specific person or
group of people which is likely to result in the obtaining of private information
about a person (namely, a record of their movements and activities) and
therefore falls properly within the definition of directed surveillance.. In such
cases, the CCTV systems may be used covertly and authorisation for directed
surveillance may be necessary.

8.23

Are there any specific situations not requiring authorisation?
The following specific activities constitute neither directed nor intrusive
surveillance:
 the use of a recording device by a covert human intelligence source in
respect of whom an appropriate use or conduct authorisation has been
granted permitting them to record any information obtained in their
presence;
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 the recording, whether overt or covert, of an interview with a member of the
public where it is made clear that the interview is entirely voluntary and that
the interviewer is a member of a public authority;
 the covert recording of noise where: the recording is of decibels only or
constitutes non-verbal noise (such as music, machinery or an alarm) or the
recording of verbal content is made at a level which does not exceed that
which can be heard from the street outside or adjoining property with the
naked ear.
8.24

What reference documents are there?
The Council and those persons acting under Part II of the 2000 Act must have
regard to the Codes of Practice issued under the Act. The Covert Surveillance
and Property Interference Code of Practice is available here
https://www.gov.uk/government/publications/covert-surveillance-and-coverthuman-intelligence-sources-codes-of-practice .
Current Home Office prescribed RIPA forms for use by officers applying for
authority, review, renewal and cancellation of Directed Surveillance are
available here https://www.gov.uk/government/collections/ripa-forms--2 .
Home Office guidance on the judicial approval process for RIPA and the crime
threshold for directed surveillance, including a flowchart outlining the
procedure for application to a JP and judicial application / order form is
available here https://www.gov.uk/government/publications/changes-to-localauthority-use-of-ripa .
Further Home Office guidance on the Regulation of Investigatory Powers Act
is available here https://www.gov.uk/surveillance-and-counter-terrorism .
Further information on the work of the Investigatory Powers Commissioner’s
Office is available here https://www.ipco.org.uk/ .
Where fraud or corruption is suspected, officers are required to give due
regard to the requirements of the Council’s Counter Fraud and Corruption
Strategy which is available on the Council’s intranet.
If further guidance is required, please contact the Head of Audit on 01538
395695 or e-mail john.leak@staffsmoorlands.gov.uk .
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9.

RIPA 2000 COVERT HUMAN INTELLIGENCE SOURCE PROCEDURES

9.1

Who in the Council may authorise use of a Covert Human Intelligence Source
(CHIS)?

9.2

What additional authorisation for use of a CHIS is required?

9.3

How is an application for authorisation made?

9.4

What will the Authorising Officer have to consider?

9.5

What is meant by the term necessary and proportionate?

9.6

What is the procedure for applying for judicial approval?

9.7

What will the Justice of the Peace consider and decide?

9.8

How long will the authorisation last?

9.9

Can the Council carry out the use or conduct of a CHIS with other
organisations?

9.10

When should reviews take place?

9.11

Can an authorisation be renewed?

9.12

Can or should an authorisation be revoked?

9.13

What management arrangements should be in place for the Covert Human
Intelligence Source?

9.14

Can a juvenile be a Covert Human Intelligence Source?

9.15

What about vulnerable persons?

9.16

What type of things can a CHIS be asked to do?

9.17

What is legally privileged material and other confidential material?

9.18

Is an authorisation for acquiring matters subject to legal privilege different to
other authorisations?

9.19

What if a CHIS unintentionally obtains, provides access to or discloses
knowledge of matters subject to legal privilege?

9.20

Are there any special rules for legally privileged material and other confidential
material?

9.21

What records must be kept?
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9.22

What information should be kept about the CHIS?

9.23

Who may see the records?

9.24

Who keeps the records?

9.25

Will the material obtained be required as evidence in criminal proceedings?

9.26

How should the material obtained be handled?

9.27

What if covert human intelligence source activity has taken place without
lawful authority?

9.28

Who is responsible for overseeing compliance with the 2000 Act?

9.29

What about other types of informants?

9.30

What reference documents are there?
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9.1

Who in the Council may authorise use of a Covert Human Intelligence
Source (CHIS)?
If the use and conduct of a CHIS is being considered, urgent advice should be
sought from the Senior Responsible Officer for RIPA before embarking on
such a process.
The following officers have been duly trained and are designated as
Authorising Officers by the Chief Executive:
 Chief Executive
Mr Andrew P Stokes
 Executive Director (Finance & Customer Services) TBA
 Executive Director (Place)
Mr Neil Rodgers
Ideally the Authorising Officer should not be responsible for authorising a
CHIS in connection with their own activities, i.e. those operations or
investigations in which they are directly involved or for which they have direct
responsibility, or where he/she would be the Controller or Handler.

9.2

What additional authorisation for use of a CHIS is required?
A local authority who wishes to authorise the use of a CHIS under RIPA will
need to obtain an order approving the grant or renewal of an authorisation or
notice from a JP (a District Judge or lay magistrate) before it can take effect. If
the JP is satisfied that the statutory tests have been met and that the use of
the technique is necessary and proportionate he/she will issue an order
approving the grant or renewal for the use of the technique as described in the
application. This judicial approval mechanism is in addition to the existing
authorisation process under the relevant parts of RIPA as outlined in the
Codes of Practice.

9.3

How is an application for authorisation made?
An application for authorisation for the use or conduct of a CHIS must be in
writing
on
the
current
Home
Office
form
(available
here
https://www.gov.uk/government/publications/application-for-the-use-of-coverthuman-intelligence-sources-chis ). It should specify:
 the details of the purpose for which the CHIS will be used;
 the identities, where known, of those to be the subject of the use or conduct
of the CHIS;
 an account of the investigation or operation and details of what the CHIS
will be asked to do;
 the grounds on which the authorisation is sought (e.g. for the purpose of
preventing or detecting crime or of preventing disorder);
 why the use of CHIS is considered to be necessary and proportionate to
what it seeks to achieve (see 9.5 below);
 an explanation of the information which it is desired to obtain as a result of
the authorisation;
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 details of the level of authority required;
 the potential for collateral intrusion, that is to say, interference with the
privacy of persons other than the subjects of the investigation, and an
assessment of the risk of such intrusion or interference and why any
intrusion is justified;
 the likelihood of acquiring any legally privileged or confidential material and
what that material might be;
 where the intention is to acquire knowledge of matters subject to legal
privilege, the exceptional and compelling circumstances that make the
authorisation necessary.`
There should then be a record of whether authority was given or refused, by
whom, and the time and date.
9.4

What will the Authorising Officer have to consider?
The Authorising Officer must be satisfied that the authorisation is necessary in
accordance with Section 29(3) of the 2000 Act for covert human intelligence
sources and Statutory Instrument 2003 Number 3171 and the Protection of
Freedoms Act 2012:
 for the purpose of preventing or detecting crime or of preventing disorder.
The Authorising Officer must also believe that:
 a risk assessment has been carried out to determine the risk to the CHIS of
any tasking and the likely consequences should the role of the CHIS
become known. The ongoing security and welfare of the CHIS, after the
cancellation of the authorisation, should also be considered at the outset;
 the use of the CHIS is necessary and proportionate to what needs to be
achieved (see 9.5 below). The authorising officer should set out, in their
own words, why they are satisfied or why they believe the activity is
necessary and proportionate. A bare assertion is insufficient;
 it is in compliance with relevant Articles of the European Convention on
Human Rights, particularly Articles 6 and 8;
 satisfactory arrangements exist for the management of the CHIS;
 satisfactory arrangements exist for the statutory roles of handler and
controller;
 there are arrangements for a person (the record keeper) to have
responsibility for maintaining the source records in compliance with
Statutory Instrument 2000 Number 2725.

9.5

What is meant by the term necessary and proportionate?
The person granting the authorisation must believe that the CHIS authorisation
is necessary in the circumstances of the particular case for the statutory
grounds detailed above. In order to be satisfied, the conduct that it is aimed to
prevent or detect must be identified and clearly described. Often missed is an
explanation of why it is necessary to use the covert techniques requested.
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Then, if the use of the source is necessary, an authorisation should
demonstrate how an authorising officer has reached the conclusion that the
use of a source is proportionate to what it seeks to achieve; including an
explanation of the reasons why the method, tactic or technique proposed is
not disproportionate.
Proportionality is a very important concept, and it means that any interference
with a persons rights must be proportionate to the intended objective. This
involves balancing the intrusiveness of the use of the source on the target and
others who might be affected by it against the need for the source to be used
in operational terms. The use of a source will not be proportionate if it is
excessive in the circumstances of the case or if the information which is
sought could reasonably be obtained by other less intrusive means. Thus the
use or conduct of the CHIS must be designed to do no more than meet the
objective in question. All such activity should be carefully managed to meet the
objective in question and must not be arbitrary or unfair.
Proportionality is not only about balancing the effectiveness of covert methods
over overt methods but of explaining why the particular covert method,
technique or tactic is the least intrusive. It is insufficient to make a simple
assertion or to say that the 'seriousness' of the crime justifies any or every
method available. It may be unacceptable to advance lack of resources or a
potential cost saving as sufficient ground to use technological solutions which
can be more intrusive than a human being. This critical judgment can only
properly be reached once all other aspects of an authorisation have been fully
considered.
9.6

What is the procedure for applying for judicial approval?
Following approval by the authorising officer the Council will contact Her
Majesty’s Courts and Tribunals Service (HMCTS) administration team at the
magistrates’ court as soon as possible to request a hearing. The Council will
then provide the JP with a copy of the original RIPA authorisation or notice
and the supporting documents setting out the case. This forms the basis of the
application to the JP and should contain all information that is relied upon. In
addition, the local authority will provide the JP with a partially completed
judicial application/order form.
The order section of this form will be completed by the JP and will be the
official record of the JP’s decision. The Council will need to obtain judicial
approval for all initial RIPA authorisations/applications and renewals and the
local authority will need to retain a copy of the judicial application/order form
after it has been signed by the JP. There is no requirement for the JP to
consider either cancellations or internal reviews.
On the rare occasions where out of hours access to a JP is required then it will
be for the Council to make local arrangements with the relevant HMCTS legal
staff who will require basic facts about the authorisation and the urgency. If the
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urgency is agreed, then arrangements will be made for a suitable JP to
consider the application and attendance and evidence will be required. In
these cases the Council will need to provide two partially completed judicial
application/order forms so that one can be retained by the JP. The Council
should provide the court with a copy of the signed judicial application/order
form the next working day.
No RIPA authority is required in immediate response to events or situations
where it is not reasonably practicable to obtain it (for instance when criminal
activity is observed during routine duties and officers conceal themselves to
observe what is happening).
The hearing is a ‘legal proceeding’ and therefore local authority officers need
to be formally designated to appear, be sworn in and present evidence or
provide information as required by the JP. It is envisaged that the case
investigator will be able to fulfil this role. The hearing will be in private and
heard by a single JP who will read and consider the RIPA authorisation or
notice and the judicial application/order form. He/she may have questions to
clarify points or require additional reassurance on particular matters.
9.7

What will the Justice of the Peace consider and decide?
The JP will consider whether he or she is satisfied that at the time the
authorisation was granted or renewed or the notice was given or renewed,
there were reasonable grounds for believing that the authorisation or notice
was necessary and proportionate. They will also consider whether there
continues to be reasonable grounds. In addition they must be satisfied that the
person who granted the authorisation or gave the notice was an appropriate
designated person within the local authority and the authorisation was made in
accordance with any applicable legal restrictions.
The forms and supporting papers must by themselves make the case. It is not
sufficient for the Council to provide oral evidence where this is not reflected or
supported in the papers provided. If more information is required to determine
whether the authorisation or notice has met the tests then the JP will refuse
the authorisation. If an application is refused the Council may consider
whether they can reapply, for example, if there was information to support the
application which was available to the Council, but not included in the papers
provided at the hearing.
Following their consideration of the case the JP will complete the order section
of the judicial application/order form recording their decision. The JP may
decide to:
 Approve the Grant or renewal of an authorisation or notice which will then
take effect and the Council may proceed to use the technique in that
particular case;
 Refuse to approve the grant or renewal of an authorisation or notice so the
Council may not use the technique in that case. Where an application has
been refused the Council may wish to consider the reasons for that refusal.
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For example, a technical error in the form may be remedied without the
Council going through the internal authorisation process again. The Council
may then wish to reapply for judicial approval once those steps have been
taken;
 Refuse to approve the grant or renewal and quash the authorisation or
notice. The court must not exercise its power to quash the authorisation or
notice unless the Council has had at least 2 business days from the date of
the refusal in which to make representations.
There is no complaint route for a judicial decision unless it was made in bad
faith. A local authority may only appeal a JP decision on a point of law by
judicial review.
It is important that the CHIS is fully aware of the extent and limits of any
conduct authorised and that those involved in the use of a CHIS are fully
aware of the extent and limits of the authorisation in question.
9.8

How long will the authorisation last?
Except in relation to a juvenile CHIS and access to or disclosure of knowledge
of matters subject to legal privilege, the written authorisation will cease to have
effect (unless renewed) at the end of a period of 12 months beginning with the
date on which it took effect and expiring at 23:59 hours the day preceding.

9.9

Can the Council carry out the use or conduct of a CHIS with other
organisations?
Any person granting or applying for an authorisation will also need to be aware
of any particular sensitivities in the local community where the CHIS is being
used and of similar activities being undertaken by other public authorities
which could have an impact on the deployment of the CHIS. Consideration
should also be given to any adverse impact on community confidence or
safety that may result from the use or conduct of a CHIS or use of information
obtained from that CHIS. It is therefore recommended that where an
authorising officer from a public authority considers that conflicts might arise
they should, where possible, consult a senior officer within the police force
area in which the CHIS is deployed. All public authorities, where possible,
should consider consulting with other relevant public authorities to gauge
community impact.
Where possible, the Council should seek to avoid duplication of authorisations
as part of a single investigation or operation. For example, where the Council
is conducting the use or conduct of a CHIS as part of a joint operation, only
one authorisation is required. The tasking or lead organisation should normally
obtain or provide the authorisation under Part II of the 2000 Act. For example,
where the use or conduct of a CHIS is carried out by the Council on behalf of
HMRC, authorisations would usually be sought by HMRC and granted by their
authorising officer.
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9.10

When should reviews take place?
There must be regular reviews of any authorisations given and the records of
these reviews must be in writing and authorised by the Authorising Officer on
the
current
Home
Office
form
(available
here
https://www.gov.uk/government/publications/reviewing-the-use-of-coverthuman-intelligence-sources-chis ).The authorising officer should determine
how often a review should take place which should be as frequently as is
considered necessary and proportionate, but should not prevent reviews being
conducted in response to changing circumstances. Particular attention should
be given to the need to review authorisations frequently where they involve a
high level of intrusion into private life or significant collateral intrusion, or the
use of a CHIS may provide access to particularly sensitive information. The
review should include the use made of the source during the period
authorised, the tasks given to the source, the information obtained from the
source and the reasons why executive action is not possible at this stage. The
results of a review should be recorded on the central record of authorisations
and the results of a review should be retained for at least five years.
Where the nature or extent of intrusion into the private or family life of any
person becomes greater than that anticipated in the original authorisation, the
authorising officer should immediately review the authorisation and reconsider
the proportionality of the operation. This should be highlighted at the next
renewal.
Where a CHIS authorisation provides for interference with the
family life of initially unidentified individuals whose identity is later
a new authorisation is not required provided the scope of
authorisation envisaged interference with the private and family
individuals.

private and
established,
the original
life of such

Any proposed changes to the nature of the CHIS operation (i.e. the activities
involved) should immediately be brought to the attention of the authorising
officer. The authorising officer should consider whether the proposed changes
are within the scope of the existing authorisation and whether they are
proportionate (bearing in mind any extra interference with private or family life
or collateral intrusion), before approving or rejecting them. Any such changes
should be highlighted at the next renewal.
9.11

Can an authorisation be renewed?
If at any time before an authorisation ceased to have effect, the Authorising
Officer considers it necessary for the authorisation to continue for the same
purpose for which it was given, then he/she may request renewal of the
authorisation by a JP in writing on the current Home Office form (available
here
https://www.gov.uk/government/publications/renewal-of-authorisation-touse-covert-human-intelligence-sources ). Applications for renewals should not
be made until shortly before the original authorisation period is due to expire
but must take account of factors which may delay the renewal process (e.g.
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intervening weekends or the availability of the Council’s authorising officer and
a JP to consider the application). A renewal must be authorised prior to the
expiry of the original authorisation, but it runs from the expiry date and time of
that original authorisation.
The renewal will normally be for 12 months and authorisations may be
renewed more than once if still considered necessary and proportionate and
approved by the JP. The renewal should be kept/recorded as part of the
central record of authorisations. The request for a renewal of an authorisation
should record:
 whether this is the first renewal, or on how many occasions it has been
renewed;
 the same information as outlined for an original application;
 details of any significant difference in the information given in the previous
authorisation;
 the reasons why it is necessary to continue with the CHIS;
 the use made of the CHIS in the period since the grant or, as the case may
be, latest renewal of the authorisation;
 the tasks given to the CHIS during that period and the information obtained
from the conduct or use of the CHIS;
 the results of regular reviews of the use of the CHIS.
9.12

Can or should an authorisation be revoked?
The Authorising Officer who granted or last renewed the authorisation must
cancel it if he/she is satisfied that the use of the CHIS no longer meets the
criteria for authorisation or that satisfactory arrangements for the CHIS’s case
no longer exist. Cancellation of the use of the CHIS must be in writing on the
current
Home
Office
form
(available
here
https://www.gov.uk/government/publications/cancellation-of-covert-humanintelligence-sources-chis ) and the date and time when such an instruction
was given should be recorded in the central record of authorisations.
As soon as a decision is taken to cease the operation, an instruction must be
given to those involved in the operation to stop using the CHIS. The date on
which that instruction is given should also be recorded.
Where necessary, the safety and welfare of the CHIS should continue to be
taken into account after the authorisation has been cancelled and risk
assessments maintained. The authorising officer will wish to satisfy
themselves that all welfare matters are addressed, and should make
appropriate comment in their written commentary.

9.13

What management arrangements should be in place for the Covert
Human Intelligence Source?
The following persons must be nominated in relation to each CHIS:
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 A Handler - this person must be an officer of the Council (usually of a
position below that of the authorising officer) and that person will have day
to day responsibility for dealing with the CHIS, recording the information
supplied by the CHIS and for monitoring the CHIS's security and welfare;
 A Controller - this person must be an officer of the Council and that person
will have a general oversight of the use made of the CHIS;
 A Record Keeper - this person must be an officer of the Council who is
given the responsibility for maintaining a record of the use made of the
CHIS (usually the handler).
The Handler will need to explain to the CHIS what he or she must do. For
example, the CHIS may be an environmental health officer who is asked to
undertake a test purchase of items which are unfit for consumption.
It is not the intention that authorisations be drawn so narrowly that a separate
authorisation is required each time the Handler asks the CHIS to do
something. Rather, an authorisation might cover, in broad terms, the nature of
the CHIS’s task. If this changes, then a new authorisation may need to be
sought.
When unforeseen action occurs, it must be recorded as soon as practicable
after the event and, if the existing authorisation is insufficient, the existing
authorisation must be updated and reauthorised (for minor amendments) or a
new authorisation should be obtained before any further such action is carried
out. Similarly where it is intended to task a source in a new way or significantly
greater way than previously identified, the Handler or Controller must refer the
proposed tasking to the authorising officer, who should consider whether a
separate authorisation is required. This should be done in advance of any
tasking and the details of such referrals must be recorded.
The day to day contact with the CHIS is to be conducted by the Handler.
Some arrangements may be made in direct response to information provided
by the CHIS on the occasion of his or her meeting with the Handler.
In cases where the authorisation is for the use or conduct of a CHIS whose
activities benefit more than a single public authority, responsibilities for the
management and oversight of that CHIS may be taken up by one authority or
can be split between the authorities. The controller and handler of a CHIS
need not be from the same public authority. In such situations, however, the
public authorities involved must lay out in writing their agreed oversight
arrangements.
Steps should be taken to protect the safety and welfare of the CHIS, when
carrying out actions in relation to an authorisation, and to others who may be
affected by the actions of a CHIS. Before authorising the use or conduct of a
CHIS, the Authorising Officer should ensure that a risk assessment is carried
out to determine the risk to the CHIS of any action and the likely
consequences should the role of the CHIS become known to the subject of the
investigation or those involved in the activity which is being investigated. The
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ongoing security and welfare of the CHIS after the cancellation of the
authorisation should also be considered at the outset.
The Handler is responsible for bringing to the Controller’s attention any
concerns about the personal circumstances of the source, insofar as they
might affect:
 the validity of the risk assessment;
 the proper conduct of the CHIS;
 the safety and welfare of the CHIS.
Where deemed appropriate, the Controller must ensure that the information is
considered by the Authorising Officer, and a decision taken on whether or not
to allow the authorisation to continue.
9.14

Can a juvenile be a Covert Human Intelligence Source?
A juvenile is a person under the age of 18. Special safeguards apply to the
authorisation where the CHIS would be a juvenile.
Authorisations should not be granted unless:
 a risk assessment has been undertaken as part of the application, covering
the physical dangers and the psychological aspects of the use of the
juvenile;
 the risk assessment has been considered by the Authorising Officer and he
or she is satisfied that any risks identified in it have been properly
explained;
 the Authorising Officer has given particular consideration as to whether the
juvenile is to be asked to get information from a relative, guardian or any
other person who has for the time being taken responsibility for the welfare
of the juvenile. A juvenile under the age of 16 must never be authorised to
give information against his or her parents or any person who has parental
responsibility for him or her.
Authorisations should not be granted unless the Authorising Officer believes
that management arrangements exist which will ensure that there will be at all
times a person who has responsibility for ensuring that an appropriate adult
will be present between any meetings between Council representatives and a
CHIS under 16 years of age.
Authorisations for the use of a juvenile as a CHIS can be granted only by the
Chief Executive or (in his absence) Executive Directors. The duration of such
an authorisation is four months from the time of grant or renewal (instead of
twelve months), and the authorisation should be subject to at least monthly
review. For the purpose of these rules, the age test is applied at the time of the
grant or renewal of the authorisation.
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9.15

What about vulnerable persons?
Vulnerable persons are those who are or may be in need of community care
services by reason of mental or other disability, age or illness and who is or
may be unable to take care of himself or herself, or unable to protect himself
or herself against significant harm or exploitation. Only in the most exceptional
circumstances should a vulnerable person be authorised to act as a CHIS and
the authorisation must be given by the Chief Executive or (in his absence)
Executive Directors.

9.16

What type of things can a CHIS be asked to do?
Once authorised a CHIS could be asked to obtain information, to provide
access to information or to otherwise act incidentally for the benefit of the
Council in the performance of its statutory enforcement and regulatory
functions, if covered by the wording of the original authority. A CHIS, whether
or not wearing or carrying a surveillance device, in residential premises or a
private vehicle, does not require additional authorisation to record any activity
taking place inside those premises or that vehicle which takes place in their
presence.
A CHIS must not be asked to install a surveillance device nor intercept post
or any other communications including those sent by telephone or email.
A CHIS must not be asked to do anything or not to do something which would
involve the commission of a criminal offence by the CHIS, for example, a CHIS
must not be asked to steal a document to get information.

9.17

What is legally privileged material and other confidential material?
Confidential material is anything:
 which is subject to legal privilege, for example, communications between
legal advisers and their clients. Legal privilege does not apply to
communications or items held, or oral communications made, with the
intention of furthering a criminal purpose (whether the lawyer is acting
unwittingly or culpably). Legally privileged communications will lose their
protection if the professional legal adviser is intending to hold or use them
for a criminal purpose. But privilege is not lost if a professional legal adviser
is properly advising a person who is suspected of having committed a
criminal offence.
 which is confidential personal information, for example information about
someone’s health or spiritual counselling or other assistance given or to be
given to them;
 which is confidential constituent information, for example information about
private constituency matters discussed between a Member of Parliament
and a constituent;
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 which is confidential journalistic material (this includes related
communications), that is, material obtained or acquired for the purposes of
journalism and held subject to an undertaking to hold it in confidence.
9.18

Is an authorisation for acquiring matters subject to legal privilege
different to other authorisations?
The acquisition of matters subject to legal privilege (whether deliberate or
otherwise) is subject to additional safeguards. These safeguards provide for
three different circumstances where legally privileged items will or may be
obtained. They are:
 where the Council seeks to grant or renew an authorisation for the use or
conduct of a CHIS, in circumstances where it is intended to obtain, provide
access to or disclose knowledge of matters subject to legal privilege, in
which case the 2010 Legal Privilege Order will apply. Before an authorising
officer grants or renews an authorisation to which the Order applies, they
must give notice to and seek approval from a Judicial Commissioner (the
approving officer). The authorising officer is prohibited from granting or
renewing an authorisation until they have received confirmation in writing
that the approving officer has approved the application. If the approving
officer does not approve the application, the authorising officer may still
grant an authorisation in respect of the use or conduct of the CHIS in
question, but may not authorise the use or conduct of the CHIS to obtain,
provide access to or disclose knowledge of matters subject to legal
privilege. Approving officers may only approve, and authorising officers may
only authorise, the use or conduct of CHIS to acquire knowledge of matters
subject to legal privilege if they are satisfied that there are exceptional and
compelling circumstances that make the authorisation necessary, for
example, a threat to life a or limb or to national security, and it is likely to
yield intelligence necessary to counter the threat.
 Where the use or conduct is not intended to result in the acquisition of
knowledge of matters subject to legal privilege, but it is likely that such
knowledge will nevertheless be acquired during the CHIS deployment the
application should include, in addition to the reasons why the use or
conduct is considered necessary, an assessment of how likely it is that
information which is subject to legal privilege will be obtained. The Council
should also confirm that any inadvertently obtained material that is subject
to legal privilege will be treated in accordance with the safeguards set out in
the CHIS code and that reasonable and appropriate steps will be taken to
minimise access to the material that is subject to legal privilege.
 Where an application for an authorisation is made where the purpose or
one of the purposes is to obtain items that, if they were not created or held
with the intention of furthering a criminal purpose, would be subject to
privilege and where the public authority considers that the items are likely to
be created or held to further a criminal purpose, the application must
include a statement to that effect and the reasons for believing that the
items are likely to be created or held to further a criminal purpose. This
includes applications to which the 2010 Legal Privilege Order would
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otherwise apply (see 2(2)(b) of the Order). Information which may
undermine the assessment that material is likely to be created or held to
further a criminal purpose must also be included in the application to ensure
the authorising officer can make an informed assessment about the nature
of the material. The authorisation can only be approved where the
authorising officer considers that the items are likely to be created or held
with the intention of furthering a criminal purpose.
9.19

What if a CHIS unintentionally obtains, provides access to or discloses
knowledge of matters subject to legal privilege?
Public authorities should make every effort to avoid their CHIS unintentionally
obtaining, providing access to or disclosing knowledge of matters subject to
legal privilege. If a public authority assesses that a CHIS may be exposed to
such knowledge unintentionally, the public authority should task the CHIS in
such a way that this possibility is reduced as far as possible. The reactive
nature of the work of a CHIS, and the need for a CHIS to maintain cover, may
make it necessary for a CHIS to engage in conduct which was not envisaged
at the time the authorisation was granted, but which is incidental to that
conduct, and may lead them to be exposed to matters subject to legal
privilege. Such incidental conduct is regarded as properly authorised by the
RIPA 2000 Act, even though it was not specified in the initial authorisation.
This is likely to occur only in exceptional circumstances, such as where the
obtaining of such knowledge is necessary to protect life and limb, including in
relation to the CHIS, or national security, in circumstances that were not
envisaged at the time the authorisation was granted.
When debriefing the CHIS, the public authority should make every effort to
ensure that any knowledge of matters subject to legal privilege which the CHIS
may have obtained is not disclosed to the public authority, unless there are
exceptional and compelling circumstances that make such disclosure
necessary. If, despite these steps, knowledge of matters subject to legal
privilege is unintentionally disclosed to the public authority, the public authority
in question should ensure that it is not used in law enforcement investigations
or criminal prosecutions. Any unintentional obtaining of knowledge of matters
subject to legal privilege by a public authority, together with a description of all
steps taken in relation to that material, should be drawn to the attention of the
Investigatory Powers Commissioner or inspectors supporting the work of the
Commissioner during the next inspection (at which the material should be
made available if requested).
If it becomes apparent that it will be necessary for the CHIS to continue to
obtain, provide access to or disclose knowledge of matters subject to legal
privilege, the initial authorisation should be cancelled and replaced by an
authorisation that has been subject to the prior approval procedure, set out in
the 2010 Legal Privilege Order, at the earliest reasonable opportunity.
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9.20

Are there any special rules for legally privileged material and other
confidential material?
Additional safeguards are required where the use or conduct of a CHIS may
result in acquiring knowledge of legally privileged material or other confidential
material. The following requirements apply:
 the Authorising Officer must be either the Chief Executive or (in his
absence) Executive Directors who must be satisfied that the proposed
directed surveillance is proportionate to what is sought to be achieved;
 an authorisation where it is intended to obtain, provide access to or disclose
knowledge of matters subject to legal privilege is reduced from the usual 12
months to 3 months for any public authority);
 the application for authorisation must include an assessment of how likely it
is that legally privileged material or other confidential material will be
acquired;
 the application should clearly state whether the purpose (or one of the
purposes) of the use or conduct of the CHIS is to obtain legally privileged
material or other confidential material;
 where matters subject to legal privilege via the conduct of a CHIS are
deliberately obtained, they may be used to counter the threat which led to it
being obtained, but not for other purposes;
 knowledge of matters subject to legal privilege must be kept separate from
law enforcement investigations or criminal prosecutions;
 In cases likely to result in obtaining knowledge of matters subject to legal
privilege, the authorising officer or Investigatory Powers Commissioner may
require regular reporting so as to be able to decide whether the
authorisation should continue;
 where legally privileged material or other confidential material has been
acquired and retained for purposes other than its destruction, it should be
clearly marked as subject to legal privilege or as confidential and the matter
should be reported to the relevant Commissioner or Inspector during their
next inspection and the material should be made available to him if
requested;
 confidential material should be destroyed as soon as its retention is no
longer necessary;
 Where there is any doubt as to the handling and dissemination of
confidential information or information which may be subject to legal
privilege, advice should be sought from Legal Services before any further
dissemination of the material takes place. Similar advice should also be
sought where there is doubt over whether information is not subject to legal
privilege due to the “in furtherance of a criminal purpose” exception.
 In those cases where items identified by Legal Services as being legally
privileged have been acquired, this should be reported to the Commissioner
as soon as reasonably practicable;
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 In the course of an investigation, a public authority must not act on or
further disseminate legally privileged items unless it has first informed the
Investigatory Powers Commissioner that the items have been obtained,
except in urgent circumstances;
 The retention of legally privileged information, or its dissemination to an
outside body, should be accompanied by a clear warning that it is subject to
legal privilege. It should be safeguarded by taking reasonable steps to
ensure there is no possibility of it becoming available, or its contents
becoming known, to any person whose possession of it might prejudice any
criminal or civil proceedings to which the information relates.
 Any dissemination of legally privileged material to an outside body should
be notified to the relevant Commissioner or Inspector during their next
inspection.
 Other confidential information, which can include both oral and written
communications, is held subject to an express or implied undertaking to
hold it in confidence or it is subject to a restriction on disclosure or an
obligation of confidentiality contained in existing legislation.
9.21

What records must be kept?
Original documentation should be forwarded to the SRO for entry on the
Central Record, oversight and secure storage. Practitioners should work from
copy documents. Matters relating to the true identity should be kept separate
from operational documents.
The Central Record should be retained for a period of at least five years from
the ending of the authorisations to which they relate and need only contain the
name, code name, or unique identifying reference of the CHIS, the date the
authorisation was granted, renewed or cancelled and an indication as to
whether the activities were self-authorised. The following records must also be
kept centrally for a period of at least five years from the ending of each
authorisation. This information should be regularly updated whenever an
authorisation is granted, renewed or cancelled and should be made available
to the relevant Commissioner or an Inspector from the Investigatory Powers
Commissioner’s Office upon request:
 full details of the CHIS and the management arrangements for maintaining
a record of the use made of the CHIS in order to preserve their
confidentiality;
 a copy of the authorisation granted and, where relevant, a copy of any
renewal of an authorisation granted;
 a copy of the original judicial application and renewal application / order
form where relevant, after it has been approved and signed by the Justice
of the Peace;
 any authorisation which was granted or renewed orally (in an urgent case)
and the reason why the case was considered urgent;
 any risk assessment made in relation to the CHIS;
 the circumstances in which tasks were given to the CHIS;
 the value of the source to the Council;
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 the reason why the person renewing an authorisation, considered it
necessary to do so;
 the results of any reviews of the authorisation;
 the reasons, if any, for not renewing an authorisation;
 the reasons for cancelling an authorisation;
 the date and time when any instruction was given by the authorising officer
to cease using a CHIS.
9.22

What information should be kept about the CHIS?
The following information should be available:
 the identity of the CHIS and the identity or identities used by the CHIS,
where known;
 the means used within the Council of referring to the CHIS;
 any significant information connected with the security and welfare of the
CHIS;
 any confirmation made by an Authorising Officer granting or renewing an
authorisation for the conduct or use of a source, that the security and
welfare of the CHIS has been considered and that any identified risks to the
security and welfare of the CHIS have been properly explained to and
understood by the CHIS;
 the date when, and the circumstances in which the CHIS was recruited;
 the authority for the related investigation or operation;
 the identities of the Controller, the Handler and the person monitoring the
records of the CHIS;
 the period for which those responsibilities have been discharged by those
persons;
 the tasks that are given to the CHIS and the demands made of them in
relation to their activities as a CHIS;
 all contacts or communications between the CHIS and the Council or where
the CHIS is a Council Officer, the Handler and the Controller;
 the information obtained by the Council by the conduct or use of the CHIS;
 in the case of a CHIS who is not an Officer of the Council, every payment,
benefit or reward or every offer of a payment, benefit or reward that is made
or provided by or on behalf of the Council in respect of the CHIS’s activities
for the benefit of the Council.

9.23

Who may see the records?
The records should be maintained in such a way as to preserve the
confidentiality, or prevent disclosure of the identity of the CHIS, and the
information provided by that CHIS.

9.24

Who keeps the records?
The detailed records outlined above will be kept by the person nominated as
the record keeper for the CHIS. The central register of records will be kept

RIPA 2000 Policy & Procedures

February 2022

RIPA 2000 Covert Human Intelligence Source Procedures

Page 140

Page 44

under the direction of the Council’s SRO (Executive Director and Monitoring
Officer) and held by the Council’s Head of Audit.
9.25

Will the material obtained be required as evidence in criminal
proceedings?
The Council must ensure that arrangements are in place for the secure
handling, storage and destruction of material obtained through the use or
conduct of a CHIS in accordance with the Data Protection Act 2018. Where
the product of the use or conduct of a CHIS could be relevant to pending or
future criminal or civil proceedings, it should be retained in accordance with
applicable disclosure requirements.

9.26

How should the material obtained be handled?
Authorising officers, through their relevant Data Controller, must ensure
compliance with the appropriate data protection requirements under the Data
Protection Act 2018 and any relevant internal arrangements produced by
individual authorities relating to the handling and storage of material.
The number of persons to whom any of the material acquired through use or
conduct of a CHIS is disclosed, and the extent of disclosure, should be limited
to the minimum necessary for the authorised purpose(s). This obligation
applies equally to disclosure to additional persons within the Council and to
disclosure outside the Council. In the same way, only so much of the material
may be disclosed as the recipient needs; for example if a summary of the
material will suffice, no more than that should be disclosed.
Material obtained through use or conduct of a CHIS may only be copied to the
extent necessary for the authorised purposes, and all copies, extracts and
summaries of it, must be handled and stored securely, so as to minimise the
risk of loss or theft. It must be held so as to be inaccessible to persons without
the required level of security clearance (where applicable). This requirement to
store such material securely applies to all those who are responsible for the
handling of the material.
In particular, each public authority must apply the following protective security
measures:
 physical security to protect any premises where the information may be
stored or accessed;
 IT security to minimise the risk of unauthorised access to IT systems;
 an appropriate security clearance regime for personnel which is designed
to provide assurance that those who have access to this material are
reliable and trustworthy.
Information obtained through use or conduct of a CHIS, and all copies,
extracts and summaries which contain such material, should be scheduled for
deletion or destruction and securely destroyed as soon as they are no longer
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needed for the authorised purpose(s). If such information is retained, it should
be reviewed at appropriate intervals to confirm that the justification for its
retention is still valid. In this context, destroying material means taking such
steps as might be necessary to make access to the data impossible
9.27

What if covert human intelligence source activity activity has taken place
without lawful authority?
An error must be reported if it is a relevant error. Examples of relevant errors
occurring would include circumstances where:
 covert human intelligence source activity has taken place without lawful
authority;
 There has been a failure to adhere to the safeguards set out in the relevant
statutory provisions and Chapter 8 of the CHIS Code.
When a relevant error has occurred, the Council must notify the Investigatory
Powers Commissioner as soon as reasonably practicable, and no later than
ten working days (or as agreed with the Commissioner) after it has been
established by appropriate internal governance processes that a relevant error
has occurred. A full report must be sent to the Investigatory Powers
Commissioner including information on the cause of the error; the amount of
covert human intelligence source activity conducted and material obtained or
disclosed; any unintended collateral intrusion; any analysis or action taken;
whether any material has been retained or destroyed; and a summary of the
steps taken to prevent recurrence. The Investigatory Powers Commissioner
must inform a person of any relevant error relating to that person if the
Commissioner considers that the error is a serious error and that it is in the
public interest for the person concerned to be informed of the error.

9.28

Who is responsible for overseeing compliance with the 2000 Act?
The Investigatory Powers Act provides for an Investigatory Powers
Commissioner (“the Commissioner”), whose remit includes providing
comprehensive oversight of the use of the powers to which the CHIS code
applies, and adherence to the practices and processes described in it. The
Commissioner, and those that work under the authority of the Commissioner,
will ensure compliance with the law by inspecting public authorities and
investigating any issue which they believe warrants further independent
scrutiny. The Commissioner will have unfettered access to all locations,
documentation and information systems as necessary to carry out their full
functions and duties and all relevant persons using investigatory powers must
provide all necessary assistance.
In addition, the Investigatory Powers Act establishes an independent
Investigatory Powers Tribunal which has full powers to investigate, and decide
upon, any case where a person complains that the conduct of the Council in
exercising its powers has infringed their human rights.
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9.29

What about other types of informants?
The 2000 Act does not apply to members of the public who volunteer
information as part of their civic duties, or members of staff who report
information in accordance with their contract of employment, or under the
Councils Whistleblowing Policy.

9.30

What reference documents are there?
The Council and those persons acting under Part II of the 2000 Act must have
regard to the Codes of Practice issued under the Act. The Covert Human
Intelligence
Sources
Code
of
Practice
is
available
here
https://www.gov.uk/government/publications/covert-surveillance-and-coverthuman-intelligence-sources-codes-of-practice .
Current Home Office prescribed RIPA forms for use by officers applying for
authority, review, renewal and cancellation of the use of a Covert Human
Intelligence
Source
are
available
here
https://www.gov.uk/government/collections/ripa-forms--2 .
Home Office guidance on the judicial approval process for RIPA and the crime
threshold for directed surveillance, including a flowchart outlining the
procedure for application to a JP and judicial application / order form is
available here https://www.gov.uk/government/publications/changes-to-localauthority-use-of-ripa .
Further Home Office guidance on the Regulation of Investigatory Powers Act
is available here https://www.gov.uk/surveillance-and-counter-terrorism .
Further information on the work of the Investigatory Powers Commissioner’s
Office is available here https://www.ipco.org.uk/ .
Where fraud or corruption is suspected, officers are required to give due
regard to the requirements of the Council’s Counter Fraud and Corruption
Strategy which is available on the Council’s intranet.
If further guidance is required, please contact the Head of Audit on 01538
395695 or e-mail john.leak@staffsmoorlands.gov.uk .
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Appendix 2 Internal Audit 2021/22 Progress Information as at 31st January
2022
Appendix 3 2020/21 Audit Recommendations Implementation

1.

Reason for the Report

1.1

The Accounts and Audit Regulations 2015 requires the Council to “undertake
an effective internal audit to evaluate the effectiveness of its risk management,
control and governance processes, taking into account public sector internal
auditing standards or guidance”. In accordance with the Public Sector Internal
Audit Standards, the Audit Manager must report periodically to the Audit
Committee on the internal audit activity’s performance relative to its plan.

2.

Recommendation

2.1

That the Committee note the progress information contained within this report.

3.

Executive Summary

3.1

The purpose of this report is to summarise current year performance
information for the Council’s Internal Audit service for the 2021/22 financial
year. This includes a breakdown of audits in progress and completed to date,
the number and classification of recommendations made, agreed and where
applicable, implemented by management.
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3.2

Due to the ongoing diversion of audit resources to support the corporate
response to the administration of the various Government business grants
support schemes and a staff secondment, the Audit Plan for 2021/22 has
been amended and may take longer to complete than originally planned.

3.3

All audit recommendations have been agreed, and to date 100% of 2021/22
audit recommendations that are due have been implemented. Where
deficiencies in internal control have been identified and not corrected, Internal
Audit are satisfied that they will be resolved in an appropriate manner and they
will continue to monitor such cases. It should be noted that it is the
responsibility of relevant Managers to implement agreed recommendations.

4.

How this report links to Corporate Priorities

4.1

The assurance provided by the work of Internal Audit informs the Annual
Governance Statement and therefore helps to ensure our future financial
resilience can be financially sustainable whilst offering value for money.

5.

Alternative Options

5.1

There are no options to consider.

ANDREW P STOKES
Chief Executive
Web Links and
Background Papers
None

Contact details
John Leak
Head of Audit
john.leak@staffsmoorlands.gov.uk
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6.

Detail

6.1

Introduction

6.1.1 The purpose of this report is to summarise current year performance
information for the Council’s Internal Audit service for the 2021/22 financial
year. This includes a breakdown of audits in progress and completed to date,
the number and classification of recommendations made, agreed and where
applicable, implemented by management.
6.1.2 The work of the internal audit service is primarily based upon an annual risk
assessed audit plan, which for the financial year 2021/22 was agreed by this
Committee at the 23rd June 2021 meeting. The Internal Audit service also
carry out work outside of the audit plan for which a contingency is usually built
in. This unplanned work consists mainly of internal control consultancy work
and special investigations into suspected fraud and irregularity.
6.2

Audits Reports Issued & Status of Agreed Recommendations

6.2.1 A summary of the Audit Reports issued during the period 1st November 2021
to 31st January 2022 is shown in the table below. Further details of these
audits outlining key issues and strengths and improvements are shown in
Appendix 1.
Service

Audit

Recommendations
High
Medium
Low
Risk
Risk
Risk
0
1
9

Assurance

Assets

Commercial
Properties

Satisfactory

Development
Services

Land Charges

0

0

3

Satisfactory

OD &
Transformation

Human
Resources

0

1

15

Satisfactory

Service
Commissioning

Cemeteries

0

1

8

Satisfactory

OD &
Transformation

ICT Asset
Management

0

3

7

Satisfactory

Finance

Budgetary
Control

0

0

0

Substantial

6.2.2 A further breakdown of all of the audits in progress and completed during the
current financial year including the current status of audit recommendations is
detailed in Appendix 2. All audit recommendations have been agreed, and to
date 100% of 2021/22 audit recommendations that are due have been
implemented. Where deficiencies in internal control have been identified and
not corrected, Internal Audit are satisfied that they will be resolved in an
appropriate manner and they will continue to monitor such cases. It should be
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noted that it is the responsibility of relevant Managers to implement agreed
recommendations.
6.2.3 Councillors will note that in addition to every individual audit recommendation
being allocated a risk, every audit completed has been given an ‘assurance
opinion’ based upon Internal Audit’s assessment of the internal control
environment. These assurance opinions inform the annual audit opinion on the
overall adequacy and effectiveness of the Council’s internal control
environment. The control levels are defined as follows:
Control Level
Substantial
Satisfactory

Limited

Unsatisfactory

Definition
There is a robust framework of controls designed to achieve
the objectives and controls are consistently applied.
There is a sufficient framework of controls which for the most
part, are consistently applied. However, weakness in the
design or inconsistent application of controls within a few
areas put achievement of particular objectives at risk.
Weaknesses in the system or the level of non compliance
with controls in a number of areas are such to put the
system objectives at risk.
There is a significant breakdown in the framework of
controls, which leaves the system open to significant abuse
or error.

6.2.4 Appendix 3 is a summary of recommendations made in the previous financial
year 2020/21 implemented to date. This information will keep Councillors
informed of progress made to ensure that all previous year audit
recommendations are implemented. Due dates for implementation of some
previous year recommendations will fall into 2021/22 and beyond depending
on when the audit was carried out so this appendix will show when those
recommendations become due for implementation. In due course, all
recommendations will fall due and it will be possible to clearly identify which
recommendations have not been implemented.
6.2.5 To date 86% of 2020/21 audit recommendations that are due have been
implemented. Where deficiencies in internal control have been identified and
not corrected, Internal Audit are satisfied that they will be resolved in an
appropriate manner and they will continue to monitor such cases. It should be
noted that it is the responsibility of relevant Managers to implement agreed
recommendations.
6.3

Audits In Progress

6.3.1 The status of audits that are currently in progress is shown in the table below.
Service

Audit

Status

Operations

Housing Repairs
& Maintenance

Audit Complete. Management Response.

Environmental
Health

Licensing

Audit in Progress.
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Service

6.4

Audit

Status

Regeneration

Markets

Audit in Progress.

Communities &
Climate Change

Strategic
Partnerships

Audit in Progress.

Development
Services

Building Control
Contract
Management

Audit in Progress.

Customer Services

Civica Pay

Audit in Progress.

Finance

Sundry Debtors

Audit in Progress.

Finance

Treasury
Management

Audit in Progress.

Progress against Audit Plan

6.4.1 The 2021/22 financial year has seen slow but steady progress against planned
audits and all of the audits in progress or nearing completion as detailed in 6.3
above will be completed soon. Due to the ongoing Covid-19 pandemic,
considerable audit resource during April and May 2021 was diverted to
continue to support the corporate response to the administration of the
Government business grants support schemes and this support has continued
on an ad-hoc basis since the 2021/22 audit plan was commenced in June
2021 due to the introduction of further Government grant schemes. More grant
schemes commencing in January 2022 have again required considerable
audit resource which will continue until no longer required.
6.4.2 In addition audit resources have been further reduced from December 2021
due to a staff secondment. As a direct consequence of this, six audits have
been removed from the 2021/22 Audit Plan to take into account the reduction
in available audit days as follows: Assets & Facilities; Housing Strategy;
Pollution & Noise Control; Regeneration; Cultural Development; Customer
Services. Given the remaining audit work that still needs to be completed and
the uncertainty of available audit resources, it is probable that the Audit Plan
will take longer to complete than originally planned, however this should not
affect Internal Audit’s ability to provide the annual audit opinion
6.4.3 Current key progress information is summarised in the following table,
excluding unplanned work unless otherwise stated:
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Summary Progress Information to 31st January 2022
Percentage of Audit Plan completed / substantially completed

46%

Percentage of Audit Plan In Progress

27%

Number of recommendations made (including unplanned work)

80

Percentage of recommendations agreed with Service Managers
(including unplanned work)

100%

Percentage of recommendations implemented within agreed
timescale (including unplanned work)

100%

6.4.4 Should recommendations have not been agreed, compensating controls exist
or service managers have accepted the risk / inefficiency of the current system
for the benefit of service delivery.
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APPENDIX 1

AUDIT REPORTS ISSUED BETWEEN 1 st NOVEMBER 2021 &
31st JANUARY 2022
Commercial Properties
Assurance Level
Assurance: SATISFACTORY
It is our opinion that controls currently in place within the system provide satisfactory assurance
that risks material to the achievement of the systems objectives outlined in the Scope and
Objectives section of this report are adequately managed.

Key Findings
Key Issues
 A current Asset Management Strategy
should be in place to ensure that assets are
effectively managed.

Strengths and Improvements
 KPI outturn for 2020/21 unit occupancy
exceeded targets.
 All lease agreements reviewed had been
signed by the tenant and correctly invoiced
within the Debtors system.

Summary of Recommendations
An analysis of the recommendations categorised by risk and classification (regulatory or added
value) is shown below:
Description

High
R

A

Policies & Procedures
Leases
Insurance
Key Lists
Vacant Properties
Lone Working
Total

Medium
R
A
1

1
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Low
R
1
3
1
1
2
1
9

A

APPENDIX 1

Land Charges
Assurance Level
Assurance: SATISFACTORY
It is our opinion that controls currently in place within the system provide satisfactory assurance
that risks material to the achievement of the systems objectives outlined in the Scope and
Objectives section of this report are adequately managed.

Key Findings
Key Issues

Strengths and Improvements
 SMDC have ceased the practice of raising
invoices, and all payments for Land Search
enquiries are now made in advance, the
large majority by BACS.
 An additional member of staff is now trained
to assist in the completion of Land Charges
requests.
 A sample of search requests was reviewed
and all were found to have been processed
correctly.

Summary of Recommendations
An analysis of the recommendations categorised by risk and classification (regulatory or added
value) is shown below:
Description

High
R

A

Management Information
Income Reconciliation
Total
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Medium
R
A

Low
R
2
1
3

A

APPENDIX 1

Human Resources
Assurance Level
Assurance: SATISFACTORY
It is our opinion that controls currently in place within the system provide satisfactory assurance
that risks material to the achievement of the systems objectives outlined in the Scope and
Objectives section of this report are adequately managed.

Key Findings
Key Issues
 A formal Human Resources Strategy
supporting the aims and objectives of the
service should be developed, adequately
approved, regularly reviewed and made
available to all relevant officers.

Strengths and Improvements
 A wide range of staff related policies /
guidance
documents
have
been
documented.
 Human Resources staff provide detailed
advice and guidance on staff related
matters.
 Comprehensive employee records are
maintained.

Summary of Recommendations
An analysis of the recommendations categorised by risk and classification (regulatory or added
value) is shown below:
Description

High
R

A

Policies / Strategies
Recording of Information
Leavers
Recruitment
Budgets
Relocation Expenses
New Starters
Training
Long Service Awards
Total
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Medium
R
A
1

Low
R
1

1

1
3
1
1
2
2
1
12

A
2
1

3

APPENDIX 1

Cemeteries
Assurance Level
Assurance: SATISFACTORY
It is our opinion that controls currently in place within the system provide satisfactory assurance
that risks material to the achievement of the systems objectives outlined in the Scope and
Objectives section of this report are adequately managed.

Key Findings
Key Issues
 Memorial Safety Checks should be
undertaken in accordance with best
practice guidelines and the 5 year rolling
program of inspections should be kept-upto-date
and
further
enhanced
in
accordance with guidelines detailed in
Appendix 2 of the ICCM Management of
Memorials.

Strengths and Improvements
 Complaints were dealt with in accordance
with corporate procedures.
 Cemetery records/registers are securely
held.

Summary of Recommendations
An analysis of the recommendations categorised by risk and classification (regulatory or added
value) is shown below:
Description

High
R

A

Policy & Procedures
Grave Deeds
Memorial Safety Checks
Closed Churchyards
Invoicing
Memorial Plaques
Total

Medium
R
A

1

1

Page 154

Low
R
1
1
2
1
1
2
8

A

APPENDIX 1

ICT Asset Management
Assurance Level
Assurance: SATISFACTORY
It is our opinion that controls currently in place within the system provide satisfactory assurance
that risks material to the achievement of the systems objectives outlined in the Scope and
Objectives section of this report are adequately managed.

Key Findings
Key Issues
 In
accordance
with
the
service
agreement, NEC Software Solutions
should ‘maintain an accurate Hardware
inventory’.
 Suitable checks should be put in place to
verify the location of assets shown on the
asset register, particularly in relation to
any items that may be utilised at
employee premises.
 A review should be undertaken to ensure
that all employees issued with mobile
devices have signed up to the Alliance
Mobile Phone Policy and have completed
the declaration regarding personal use.

Strengths and Improvements
 All disposals of IT equipment were found
to have been adequately recorded and
authorised.
 Evidence is received to confirm that any
data held on any IT equipment due for
disposal is adequately removed.

Summary of Recommendations
An analysis of the recommendations categorised by risk and classification (regulatory or added
value) is shown below:
Description

High
R

A

Asset Register
ICT Use and Information Security Policy
Mobile Devices
Software Licences
IT Refresh Policy
Total

Medium
R
A
2
1

3
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Low
R
1
4
1
1
7

A

APPENDIX 1

Budgetary Control
Assurance Level
Assurance: SUBSTANTIAL
It is our opinion that controls currently in place within the system provide substantial assurance
that risks material to the achievement of the systems objectives outlined in the Scope and
Objectives section of this report are adequately managed.

Key Findings
Key Issues

Strengths and Improvements

2021/22 budgets were approved by
Committee in accordance with the budget
setting timetable; and uploaded to the
Financial Management System promptly.

Budgets are monitored throughout the
year and quarterly Financial updates are
provided to Committee reporting current
position, amendments etc.

Summary of Recommendations
An analysis of the recommendations categorised by risk and classification (regulatory or added
value) is shown below:
Description

High
R

None
Total
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A

Medium
R
A

Low
R

A

APPENDIX 2
HIGH PEAK BOROUGH COUNCIL INTERNAL AUDIT – 2021/22 PROGRESS INFORMATION AS AT 31 JANUARY 2022
st

AUDIT

TOTAL
RECOMMENDATIONS
Regulatory
Added
value

HIGH RISK
RECOMMENDATIONS
Agreed / (Not
Due to
Actioned
Agreed)
date
to date

MEDIUM RISK
RECOMMENDATIONS
Agreed / (Not
Due to
Actioned
Agreed)
date
to date
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Housing Rents
2
0
0
0
0
0
Housing Agency
6
1
0
0
0
2
Safeguarding
4
0
0
0
0
0
AES Contract Management
3
0
0
0
0
2
Commercial Properties
10
0
0
0
0
1
Data Protection/GDPR
16
0
0
0
0
3
Land Charges
3
0
0
0
0
0
Human Resources
13
3
0
0
0
1
Cemeteries
9
0
0
0
0
1
Housing Repairs & Maintenance
Licensing
ICT Asset Management
10
0
0
0
0
3
Markets
Strategic Partnerships
Building Control Contract Managem’t
CivicaPay
Sundry Debtors
Budgetary Control
0
0
0
0
0
0
Treasury Management
TOTAL RECOMMENDATIONS
80
0
13
ACTION TAKEN TO DATE
0
0
Key:
Risk
High
Significant control w eakness / inefficiency exists w ith a high likelihood of occurring, potentially
causing a breach of legislation / legal requirements and/or a substantial loss or damage to Council
assets, information and reputation. Considered essential to implement recommendation promptly.
Medium

Control w eakness / inefficiency exists with a moderate likelihood of occurring, potentially causing a
breach of organisational policies and procedures, loss or damage to Council assets, information
and reputation. Considered essential to implement recommendation to ensure adequate system
controls / necessary improvement in service provision.

Low

Minor control w eakness / ineff iciency exists w ith a minimal impact on the Council assets,
information and reputation. Considered necessary to implement recommendation to provide
management w ith additional assurance regarding the adequacy of system controls / improvement
in service provision.

LOW RISK
RECOMMENDATIONS
Agreed / (Not
Due to
Actioned
Agreed)
date
to date

0
0
0
0
0
0
0
0
0

0
0
0
0
0
0
0
0
0

2
5
4
1
9
13
3
15
8

1
1
0
0
0
0
0
9
1

1
1
0
0
0
0
0
9
1

0

0

7

1

1

0

0

0

0

0

0

0

13

13

ASSURANCE OPINION /
COMMENTS

Substantial
Satisfactory
Satisfactory
Satisfactory
Satisfactory
Satisfactory
Satisfactory
Satisfactory
Satisfactory
Management Response
Audit in Progress
Satisfactory
Audit in Progress
Audit in Progress
Audit in Progress
Audit in Progress
Audit in Progress
Substantial
Audit in Progress

67

Class
Regulatory

Added
Value

To ensure the integrity of internal controls and/or compliance w ith Regulations /
Policies and Procedures.
Intended as an enhancement to the existing system w hich may provide a benefit
to either the user or the customer.
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APPENDIX 3
HIGH PEAK BOROUGH COUNCIL INTERNAL AUDIT – YEAR END INFORMATION FOR 2020/21
AUDIT

TOTAL
RECOMMENDATIONS
Regulatory
Added
value

HIGH RISK
RECOMMENDATIONS
Agreed / (Not
Due to
Actioned
Agreed)
date
to date

MEDIUM RISK
RECOMMENDATIONS
Agreed / (Not
Due to
Actioned
Agreed)
date
to date
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Corporate Governance
12
4
0
0
0
4
Housing Rents
2
1
0
0
0
0
Capital Accounting
0
0
0
0
0
0
Elections
8
0
0
0
0
1
Leisure Sports Development
0
0
0
0
0
0
Housing Advice
7
2
0
0
0
1
Equalities & Diversity
12
2
0
0
0
4
Corporate Project Management
7
0
0
0
0
2
Performance Management
2
0
0
0
0
0
Regeneration
5
1
0
0
0
1
Emergency Planning&Business Cont
2
0
0
0
0
1
Risk Management
2
0
0
0
0
0
CCTV
6
0
0
0
0
3
Climate Change
7
0
0
0
0
3
Council Tax
8
0
0
0
0
2
NNDR
6
0
0
0
0
1
Sundry Debtors
2
0
0
0
0
0
Treasury Management
2
0
0
0
0
1
General Ledger
3
0
0
0
0
1
Recovery
4
0
0
0
0
0
Creditor Payments
5
1
0
0
0
1
Budgetary Control
0
0
0
0
0
0
Housing Benefits
8
0
0
0
0
2
Payroll
6
0
0
0
0
1
TOTAL RECOMMENDATIONS
127
0
29
ACTION TAKEN TO DATE
0
0
Key:
Risk
High
Significant control w eakness / inefficiency exists w ith a high likelihood of occurring, potentially
causing a breach of legislation / legal requirements and/or a substantial loss or damage to Council
assets, information and reputation. Considered essential to implement recommendation promptly.
Medium

Control w eakness / inefficiency exists with a moderate likelihood of occurring, potentially causing a
breach of organisational policies and procedures, loss or damage to Council assets, information
and reputation. Considered essential to implement recommendation to ensure adequate system
controls / necessary improvement in service provision.

Low

Minor control w eakness / inefficiency exists w ith a minimal impact on the Council assets,
information and reputation. Considered necessary to implement recommendation to provide
management w ith additional assurance regarding the adequacy of system controls / improvement
in service provision.

4
0
0
1
0
1
2
2
0
1
1
0
3
2
1
0
0
1
1
0
1
0
1
1

4
0
0
1
0
1
2
2
0
1
1
0
3
2
1
0
0
1
0
0
0
0
1
0

23

20

Class
Regulatory

Added
Value

LOW RISK
RECOMMENDATIONS
Agreed / (Not
Due to
Actioned
Agreed)
date
to date

12
3
0
7
0
8
10
5
2
5
1
2
3
4
6
5
2
1
2
4
5
0
6
5
98

11
3
0
3
0
8
4
5
2
2
1
2
1
4
6
1
2
1
2
4
5
0
1
0

11
3
0
3
0
8
4
5
2
2
1
2
1
4
6
1
2
1
0
1
0
0
1
0

68

58

ASSURANCE OPINION /
COMMENTS

Satisfactory
Satisfactory
Substantial
Satisfactory
Substantial
Satisfactory
Limited
Satisfactory
Substantial
Satisfactory
Satisfactory
Substantial
Satisfactory
Satisfactory
Satisfactory
Satisfactory
Satisfactory
Satisfactory
Satisfactory
Satisfactory
Satisfactory
Substantial
Satisfactory
Satisfactory

To ensure the integrity of internal controls and/or compliance w ith Regulations /
Policies and Procedures.
Intended as an enhancement to the existing system w hich may provide a benefit
to either the user or the customer.

This page is intentionally left blank

AUDIT & REGULATORY COMMITTEE WORK PROGRAMME 2022/23
June
2022

Sept
2022

Dec
2022

Feb
2023

Details

Internal Audit Progress Report









Reports on progress against the audit plan inc. key
performance information.

Annual Audit Plan



Item
INTERNAL AUDIT

To consider and approve the Annual Audit Pan.

Internal Audit Annual Report



Annual Review of Effectiveness of IA



Internal Audit Charter

To consider Internal Audit’s annual report and opinion
on the overall adequacy and effectiveness of the
Council’s internal control environment.
To consider an annual review of the effectiveness of
the Council’s system of internal audit.
To consider updates to the formal document that
defines Internal Audit’s purpose, authority and
responsibility. (as required)



EXTERNAL AUDIT
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Audit Committee Update

Audit Plan





Audit Findings Report

Informing the Audit Risk Assessment




Agenda Item 11

Auditor’s Annual Report



A summary of emerging national issues and
developments that the Committee may wish to
consider. Also provides a summary of progress on the
audit – where not covered by other items on the
agenda.
Report specifying the detailed risks that external audit
consider as part of their work, the audit approach and
the result of any interim work
To consider the external auditor’s report to those
charged with governance on issues arising from the
audit of the accounts and the VFM conclusion.
To consider the external auditor’s annual report on
their overall assessment of the Council.
To consider the risk assessment and understanding of
management processes.

Item

June
2022

Sept
2022

Dec
2022

Feb
2023

Details

FINANCE


Statement of Accounts
Treasury Management Update



Annual Treasury Management Report









Treasury Management Strategy
Financial Management Code





To review and approve the Council’s annual
Statement of Accounts.
Oversight and scrutiny of the Council’s Treasury
Management position to date and the projected
outturn.
To recommend to Council for approval the annual
Treasury
Management
Report
summarising
performance and compliance with the Strategy and
Prudential Indicators.
Oversight and scrutiny of the Council’s Treasury
Management Strategy.
Self-assessment against the principles of the FM
Code.
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CORPORATE


Annual Governance Statement (AGS)



AGS Progress Against Action Plan
Risk Management Update






Risk Management Strategy
Counter Fraud & Corruption Strategy



Regulation of Investigatory Powers Act Policy
& Procedures




Whistleblowing Policy

To review and approve the Annual Governance
Statement and the underlying assurance evaluation
process and supporting evidence.
Report on progress made against the actions raised
as part of the previous years Annual Governance
Statement process.
Report on developments in the Council’s risk
management arrangements.
Update of the Risk Management Strategy (biennial
February)
To consider updates to the Council’s Counter Fraud
& Corruption Strategy. (as required)
To consider updates to the Council’s Regulation of
Investigatory Powers Act Policy & Procedures. (as
required)
To consider updates to the Council’s Whistleblowing
Policy. (as required)

AUDIT & REGULATORY COMMITTEE
Agree Programme of Work
Review of Effectiveness of A&R Committee
inc. Terms of Reference










To agree future work programme of A&R Committee.
To consider the annual review of the effectiveness of
the Audit & Regulatory Committee and the A&R
Committee’s Terms of Reference.

